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INTRODUCTION & MOTIVATION

This Training covers the topics:
»  Which supporting tools the anSwitch offers
»  What information the supporting tools delivers
» Analyzing and supporting different user problem types

After this fraining, the trainee is enabled:
» To understand which supporfing tools the anSwitch offers
» How the supporting tools work
» To analyze user problems
» To start solving user problems
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OVERVIEW OF THE INTEGRATED SUPPORT VIA PORTAL Ul

4

The anSwitch V7 provides a big number of integrated supporfing
tools which helps the support personnel to solve most problem. In
most cases external fools are not needed.

The PBX member has some basic tools at hand for a first aid or
send logs to their support organization.

The Operator has the most important tools at hand for providing
support.

) The support staff must have the Role of "Operator’ to be able to provide
adequate assistance.

The Administrator has additional tools for supervising the VolP
system and checking component logs.
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OVERVIEW SUPPORT TOOL: SIP DEVICE REGISTRATION PROBLEM

» Registration

>

The anSwitch provides registration information in a generalized manner at
different places e.g., PBX Dashboard, phone list, extension features, phone
related status, etc.

The "Phone Related Status” provides the detailed registration information of
each SIP phone.

This tool is useful for analysing:
> The reqistration status
> IP network connection from the device to the VolIP switch

This tool is available for:

) PBX Member > must have access to the Portal Ul and an account
) Operator - acting as supporter

) Administrator
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OVERVIEW SUPPORT TOOL: TRACE
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SIP Traces

>

The anSwitch records for each call (successful or not successful) the trace of
the SIP messages.

The SIP trace shows the external message flow between peers.

It needs training to understand the information.

The analyzing must be done in an external tool e.g.: Wireshark

This tool is useful for analysing:

b The SIP message flow between the peering devices
b The reasons for call rejections, call fails, etc.

> Dialed and displayed numbers

b Codec negotiation

This tool is available for:

4 PBX Member 2> must have access to the Portal Ul and an account
) Operator - acting as supporter

4 Administrator
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OVERVIEW SUPPORT TOOL: SUPPORT LOG

» Support Log
b The Support log provides the information about the anSwitch internal
activities during a call.
b The information are good interpretable.

b This tool is useful for analysing:
> The executed internal activities of a call as dialed numbers, used
Rules, Routes, Gateways

) This tool is available for:
) Operator - acting as supporter
) Administrator
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OVERVIEW SUPPORT TOOL: HISTORY LOG

» History Log
b The History log provides the information who made configurations via the
Portal Ul

b This tools are useful for:
b Finding out about misconfigurations

) This tool is available for:
) Operator - acting as supporter
) Administrator
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OVERVIEW SUPPORT TOOL: CALL STATISTICS

»  Call Statistics

b The anSwitch provides for each call a Call Detail Record CDR which
contains the calls basic information e.g., numbers, duration, charges,
technical and quality information.

b This tool is useful for analysing:
b The call detaqils
b The call fail cause
) The call quality QoS
b Getting the call ID for filtering in the component logs

) This tool is available for:
) Operator - acting as supporter
2 Administrator
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OVERVIEW SUPPORT TOOL: COMPONENT LOGS

» Component Logs

b Each anSwitch Component has its own deep logging

> The logging is done in a round-robbing manner:

» Alog overflow is not possible.
» The oldest information is overwritten by new ones.
» Alog buffer records approximately the last 3 days.

b The Portal log menu collects the component logs on all servers/hosts and
unifies them in a merged component log.
b It needs training to understand the information.

b This tool is useful for :
) Analysing deep problems
b Providing log information for the Aarenet support

> This tool is available for:
> Administrator
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OVERVIEW SUPPORT TOOL: SYSTEM COMPONENT STATUS

» System Component Status Overview
b The anSwitch provides a component activity overview with information for
each active component with its the status, utilization, version, etc.

b This tool is useful for analysing:
b The overall anSwitch status

> This tool is available for:
> Administrator
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OVERVIEW SUPPORT TOOL: SYSTEM MONITORING & ALARMING

»  System Monitor

>

The System monitor is an independent supervision entity that is installed on
every server or host. It supervises the server resources, defined IP
connections and the anSwitch components and resources from the
outside. It raises alarms if needed.

This tool is useful for:

> Supervising the VolIP system status and trends in graphs for e.g.,
incoming and outgoing calls, registrations, etc

> Supervision of HW e.g., bar metal server, IT equipment of the VolP
system

This tool is available for:
> Administrator
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WHY CHECKING THE REGISTRATION IS IMPORTANT

» By checking the registration, we learn:

T I h VolP: VolP: VolP System: VolP:
. . . » Transparent SIP & RTP » Transparent SIP & RTP » VolP switch operation » Access PSTN
.l A | | e q U I pr T Ie n'l' IS rU n n I n g I e ep ony routing routing » Access PSTN Carrier » Class 4 switch features
. ° “ » SIP device configuration » Customer telephony
serVIce » SIP device registration features
»_Class 5 switch features
IP Data Routing: |P Data Routing: IP Data Routing: IP Data Routing:
» QoS for VolP » QoS for VolIP » QoS for VolIP > for VolP

2. The IP network is working between Network e | Eio | s | B
the anSwitch and the phone

Devices: Devices: Devices: evices:
» Telephone, DECT, FAX » Router » Firewall / SBC » Firewall/ SBC
E Ui meni- » PBX » IP Switch » Router » Router
q p » Access router » Redundant equipment » IP Switch » IP Switch
» Firewall FW » VolP Server

» Gateway to PSTN
i

» Redundant equipmen » Redundantegqu

3. The phone is online and has the Tnfernet
. Service Telephony PSTN
correct SIP credentials. Customer Provider Provider Carrier

9 FOT a SOfeTy Of ~90% YOU knOW ThOT The green ones are ok by The dark grey ones
The Telephony SerVice iS Okl checking the registration. can be checked by

making phone calls.
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HOW TO CHECK THE REGISTRATION STATUS

» There are several locations in the Portal » Overview in the PBX Dashboard:
where a general overview of the e T

GRANDSTREAM GRP2613

® Red: No active registration

currently, but there were » Overview in the Phone List:

:
regis tered @ hone alread y E——— m——r— m— E—

Sales 1-Yealink T21P E2 315 (Sales 1) .

M M M M M M . Agent 1-snom D735 21 (Agent 1) ]
registration situation is given: 5
Sales 2-Yealink T40G 316 (Sales 2) .

® GCreen:Afleast one phone has .
° p Boss Office -Yealink T21P E2 | 300 (Boss), 311 (Front Desk) [ ]

. Boss-an IP-Phone 300 (Boss) [ ]

re g | S 1- e re d Warehouse 1-Yealink W53H 330 (Warehouse 1) [ ]

assOffices 300 (Boss) [}

-

State
Agent 1-snom D735 Agent 1 21 (Agent 1) snom D735 .
.
® Black: No phonere g istered ever — — — — .
° p Boss - an IP-Phone Desktop Boss 300 (Boss) an IP-Phone desktop [ ]
]

Boss Office -GRANDSTREAM
GRP2613 Boss 300 (Boss) Grandstream GRP2613

» Overview in the extension:

Assigned Phones

~+ NewPhone | -+ AddPhone
Phone Name Registration Status

Boss Office -Yealink
T21P E2

Boss-an IP-Phone
Boss Office -

GRANDSTREAM
GRP2613

Boss-Yealink T53W

Boss - an IP-Phone
Desktop
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HOW TO CHECK THE REGISTRATION DETAILS
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» Detailed information about the SIP
registration and presence/message

subscriptions can be found in the phone

status.

1. Access the Portal with sufficient rights,
usually: PBX Administrator

> Menu: PBX Administrator
> Sub-Menu: Phones
> Click the row of the phone that must be checked
> Click link: Phone Related Status

2. Analyze the SIP registration and

subscription details

Note

see the fraining presentation:
» training_answitch_301_support_debugging

Phone Related Status - Boss Office -Yealink T21P E2

E Extension Related Features c)) Phone Setup EQE Phone Related Features

I Last Synchronization 19.10.2021 19:3¢ ]
ACD Membership B - 300

Status Expires
o 5:05 185.150.4.193:60844 300

o 5:04 185.150.4.193:60844 31

IP Address Extension

Yealink SIP-T21P_E2
52.84.0.125

Yealink SIP-T21P_E2
52.84.0.125

Contact

sip:300@10.10.0.95:5060

sip:311@10.10.0.85:5060

Status ~ Expires IP Address Endpoint
. 45:03 185.150.4.193 Public
. 45:03 185.150.4.193 Public
[ ) 45:03 1856.150.4.193 Public
[ ] 4503 185.150.4.193 Public

To Number Event

message-summary
as-feature-event
message-summary

as-feature-event

|

N

Subscriptions for signaling:

» New VoiceMail Box
messages

» Team key status changes

» Line key status changes

Information about debugging registration problem:s,

Phones and other SIP
devices that have
registered to the
extension.
Note:
The registrations of
Line keys are also
displayed.

Information when the
configurations where
the last time
synchronized to the
phone.
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CHECK CALL SIP TRACES

» The anSwitch provides for each call PEX Call -
(successful or not successful) the trace
of the SIP messages in the PBX Calls list.

Download SIP Trace Show Call Stats

<< Il 2 3+ > (=~

Start From © To © Duration Call State
31.12.2021 10:13 300 *86 00:05:09 410- Gone
> Menu: Operator 31.12.2021 10:13 0005:00 410- Gone

> Sub-Menu: Calls _

> Secrch Ond SeleCT -I-he des'red CO” 26.12.2021 15:26 00:00:00 487- Request Terminated
> Click buﬂ'on: Downlood SlP Trcce 16.12.2021 11:61 0319802818 *86 00:00:12 200- Calling Party Released

» A PBX Administrator may send the frace A

u] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
. 4 =W g ® noOROB ] @ = = i3 & = = Q Y a
O S fl | e TO T h e S O rT Start Stop Restart Options Open Save Close Reload  Find Packet.. Previous Packet Next Packet GotoPacket.. First Packet Last Packet = Auto Scroll in Live Capture  Colorize Packet List  Zoom In  Zoom Qut  Mermal Size
U . (W oply a display filter ... <Ctrl-/> = -+
MNo. Time Source Destination Protocol Length Info A
1 14:24:20.912600 185.0  .216 185.  L.21@ SIP/SDP 6293 Request: INVITE 5ip:45@185.- 210 |
2 14:24:206.815008 185. .21e 185. +.216 sIP 499 Status: 481 Unauthorized |
. . . 3 14:24:20.017000 185. .216 185. 1210 SIP 411 Request: ACK sip:45@185. .210 |
4 14:24:20.219660 185. .216 185. L2210 SIP/SDP 6499 Request: INVITE sip:45@185. L2198 |
5 14:24:20.826000 185. .21e 185. +.216 sIP 409 Status: 100 Tr'ying ‘
6 14:24:20.032000 185. .219 213. .85.5@ SIP/SDP 985 Request: INVITE sip:@792536@35@213. 85.50 |
7 14:24:20.8%6600 213. 85.58 185. L2168 SIP 386 Status: 180 Trvine | <
>

Frame 1: 6293 bytes on wire (58344 bits), 6293 bytes captured (50324 bits)
Ethernet II, Src: ©0:80:00_90:ca:08 (99:00:00:08:ca:00), Dst: 09:00:00_00:00:00 (00:00:00:00:00:00)

browser, the SIP frace is opened in an
analyse application e.g., Wireshark. P e

> Request-line: INVITE sip:45§185.: .210 SIP/2.0
v Message Header

> Route: <sip:185. .210;1r>

> Via: SIP/2.0/UDP 192.168.5.32:506@;branch=z3hG4bK.0T18FZFuSa7s11pdRExpuxniVOPhlgaF ; rport
> CSeq: 1 INVITE
>
>

vov v || A e

From: <sip:24§185.1 218> ; tag=WI96aF i9ymiBICFiquGguXjrituéukbw
To: «<sip:45@185. .210>
Call-1D: 1621427858566BQ3b1i25M3VbiZavA

» Check the SIP messages between the
peers: > e v B e ]

Content-Type: application/sdp
User-Agent: GoSIP

» SIP message flow regular or irregular T e 20 e, v, e

> Message Body

3 SIP heoder Con'l'en'l' @ 7 twace (6)pcapng || Packets: 23 - Displayed: 29 (100.0%) || profie: Defautt
» SDP:IP address, IP port and codec negotiation
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CHECK THE SUPPORT LOG
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The Support log provides the Logs

information about the anSwitch internal

Support v

Contains Regex Pattern
cclanloctrain-dc69bd5c2729¢

From El Until E

activities during a call.

> Menu: Operations
> Sub-Menu: Logs

2021-12-27-13:05:19.524 [INFO |
2021-12-27-13:05:19.530 [INFO |
2021-12-27-13:05:19.533 [INFO |
2021-12-27-13:05:19.551 [INFO |
2021-12-27-13:05:19.564 [INFO |
2021-12-27-13:05:30.158 [INFO |

SupportLog (cc1/CC08) ou=39 call=cclanloctrain-dc69bd5c2729e4b0 terminal=Boss-an IP-Phone call routing from address '300" to '00123456"

SupportLog (cc1/CC08) ou=39 call=cclanloctrain-dc69bd5¢2729e4b0 address="Boss" 300 routing to gateway, tags are:
SupportLog (cc1/CC08) ou=39 call=cclanloctrain-dc69bd5¢2729e4b0 address="Boss" 300 routing to gateway found 1 routes
SupportLog (cc1/CC08) ou=39 call=cc1anloctrain-dc69bd5¢2729e4b0 address="Boss" 300 using route Route to PSTN
SupportLog (cc1/CC08) ou=39 call=cclanloctrain-dc69bd5¢c2729e4b0 address="Boss" 300 route to terminals [GW: an-training-rs]

SupportLog (cc1/CC08) ou=39 call=cclanloctrain-dc69bd5¢2729e4b0 terminal=Boss-an IP-Phone releasing with reason CANCELED

> Select Log Type: Support Log
> Set Filters: Regex Pattern, From-Unfil date/time

The log information can be interpreted

Logs
W E || M Show log Download log
Log type Contains Regex Pattern From
Support v Registration v 18.09.2023 10:55 E Until EI

remove filter

Predefined search options as "Regex

" 2023-0 S o Registration | shows all entries related with Registration er A.PA-PBX-0AX89001.lWarehouse 1 RegisFretiv.::n to sip:185.156.

PG‘I“I‘e rn . 2023-09-18- . Registration to sip:185.150.4.203 has invalid username for au
. 20823-09-18- B call shows all entries related to calls Registration to sip:185.150.4.203 has invalid username for au

2023-09-18- 5 . R Registration to sip:185.150.4.203 has invalid username for au

} Beside G | in G re eX G-I--I-ern -I-he SU Or--l-er- 2023-09-18-10: . channels show all entries with channel information Registration to sip:185.150.4.203 has invalid username for au
pp y g g p pp 2023-09-18-168:56:11.938 [INFO | charge shows all messages related with TopStop Registration to sip:185.150.4.203 has invalid username for au

. 2023-09-18-10:58:00.682 [INFO er A.PA-PBX-8AX89001.Support Department.Agent 2 Registration

can Selec'l' from a ||S1' Oﬂ'en Used Seorch poﬂ'ern 2023-69-18-10:58:09.306 [INFO | 2cd shows calls to acd er A.PA-PBX-0AX89001.Front Desk Registration to sip:185.150.4

ivr shows calls to VR

Hinft:
» Use the unique call ID of a call or call attempt to

filter the events of this call.
» The unigue call ID of a call can be found in the call
statistics (see below)
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CHECK CALL STATISTICS

» The anSwitch provides for each call a ﬁxowls-

Call Detail Record CDR which contains
the calls basic information e.g.,

Download SIP Trace Show Call Stats

<< Il 2 3+ > (=~

Start © From © To © Duration Call State

numbers, durafion, charges, technical i e T
and quality information. T . s PR ——
> Menu: PBX Administrator
> Sub-Menu: Calls cal Sate
> Search and select the desired call .
> Click button: Show Call Stats Calling Number : 300
Display Number : 300
Exi éf;ect 27.12.2021 13:05
» Check for the desired information e.g.: e
» CallID = Use this a reach criterion in the Support et e O
Log and Component Log for this call \'mm . ‘
» Callreleased or failed reasons = SIP Status e IR b eansh
» Audio problems = Due to packet loss or heavy 95 @8)"“' )
JITTer Quality Info
Average Jitter RX Average Jitter TX Packet Loss RX Packet Loss TX Average Latency

opusFb 0Oms 0Oms 0% 0% 0Oms
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CHECK THE HISTORY LOG

» The History log provides the information | tes

L] . .
who made configurations via the Portal
History v john 10.12.2021 09:23 E Until E
U I ° 2021-12-10-10:52:02.340 [INFO | Historyl og (po1/qtp1384526584-50) po1 [jchn.deer@yupi.com] modified Address#186 flags=0

(name="Boss',number="300",orgUnitld=39("Boss"),locationAddrld=0,publicAddrid=137("0987654300"),scopeQuld=26("PA-PBX-
0AXB89001"),userld=15(""),validFrom=0,validUntil=9223372036854775807)

. 1 2021-12-14-08:59:20.086 [INFO | HistoryLog (po/qtpB69437194-29) po1 [lohn.desr@yupi.com] modified Contact#2 telNumberNormalized='0783448827" (type=<null> orgUnitld=26("PA-

> M e n U N O p e rG TI O n S PBX-0AX83001"),name="Dani Mobile',telNumber='0783448827",shortNumber="727")
. 2021-12-14-09:00:36.561 [INFO | HistoryLog (po1/qtp869437194-31) pot [jiohn.deer@yupi.com] modified Contact#2 telNumberNormalized="'0793448827" (type=<null>,orgUnitld=26("PA-

> S U b_M e n U . LO g S PBX-0AX83001"),name="Dani Mobile' telINumber='0793448827",shortNumber="'727")

T 2021-12-20-10:42:48.888 [INFO | HistoryLog (pol/qtp298156448-73) pol [john.deer@yupi.com] deleted Terminak147
> S e I e C T L O g Ty p e . H | S TO ry (flags=0,username="aaec07e700e8ab40’ password="crypt:40J4Y8e4vk878Txr9zwAcTxp' ,orgUnitld=31("Agent 1*),userld=0,emergencyl ocationld=0,name="Agent 1-an IP-Phone
. . . Desktop',type="anlpDeskphone’)
> Se'l' F||'|'er5: Regex Pgﬂ'ern, From_Unm dgfe/hme 2021-12-21-14:35:19.478 [INFO | HistoryLog (pol/qip1165646637-28) poi [ichn.deer@yupi.com] modified Terminal#153

username="'80317c6e51ec67fd", password="'crypt:0r7xO0hcoNSvqTjrK8u-5Uo4' ,name='Test PA-PBX-0AX89001 - Yealink W60B' (flags=0,orgUnitld=26("PA-PBX-
0AX83001"),userld=0,emergencyl ocationld=0,type="yealinkWE0B')
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OVERVIEW OF COMPONENT LOGS

» Each anSwitch Component has its own
round-robbing log.

» The size of the round-robbing log is configurable
on system level.

» By default, the Aarenet system engineers
configure the round-robbing log mechanism of
the log so that approximately 3 days of logging is
possible.

» The Log collects each single component log and
unifies them in a merged component log and
delivers a log file where the filters were applied

according: ) ‘
»  Log fype % CallConftrol Log
» Start— End date/time -
» Regex
Note Component logs are complicated to be understand and interpreted.

= In most cases, the user is prompted to send the downloaded logs to Aarenet Support for evaluation.
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OVERVIEW OF PROVIDED CONTENTS OF COMPONENT LOGS

» Log Type: CallControl

vV v Vv Vv Vv

SIP message exchange

Call routing

Telephony features

DB accesses by the CallControl component
Host resources usage by the CallConftrol
component

» Log Type: MediaControl

4
4

>

Codec negotiation

Socket & endpoint management for media
sfreams

RTCP QoS information

» Log Type: LoadBalancer

>

SIP message distribution to CallControl
components according SIP dialogs

DB accesses by the LoadBalancer component
Host resources usage by the LoadBalancer
component

» Log Type: Portal
» Phone configuration file download
» Activities of the REST API
» DB accesses by the Portal component
» Host resources usage by the Portal component

» Log Type: SystemControl
» The generation of CDR
» DB accesses by the SystemControl component
» Host resources usage by the SystemControl
component
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CHECK COMPONENT LOGS

» The Portal provides merged component | Logs
logs for display in the Web browser or
download file:

> Menu: Operations

Log type
\ CallControl

Contains Regex Pattermn From Uniil
> INVITE 19.05.2021 15:19 . 19.05.2021 16:00

2021-05-19-15:19:13.989 [DEBUG] Endpoint (cc1/LbListeningPointib) ——-- received ———— [185.  .200:33184] -» [185.7" .210:5060]

Mia: SIP/2.0/UDP 10.1.3.33:33184;bi h=z8hG4bK-erangywtahoo;rport
> Sub-Menu: Logs 3 19 Toth" <sip:42@185. m.210:5050>;t:g=t9593mg?rp0
> Select Log Type of the desired component gl il st g

> Set Filters: Regex Pattern, From-Unfil date/time

» Check the log file for deep and EE
detfailed researches about the Internal | s, oo oo s o1y s 2] 21000 e\
component activities.

2021-05-19-15:19:14.101 [DEBUG] Endpoint (cc1/LbListeningPointlb) -—--- received --———— [185.150.4.209:30994] - [185.150.4.210:5060]
REGISTER sip:185.150.4.210:5060 SIP/2.0

» If needed orrequested download and
send the log file to the Aarenet Support.
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CHECK SYSTEM COMPONENT STATUS

» For the Administrator, the anSwitch Components
provides a Component activity -
overview with information of the status, | & aew: o
utilization, version, etc. © s ® e
> Menu: System @ . .
> Sub-Menu: Components (») sysemontrat @ e
G:‘ SystemControl 2 @ Fassive
(E) Fortal 1 @ ~ctive
» Check System Components status: S s o
® The componentis active ) o o
® The component is not operational working. It (E:' o~
is in passive mode or set manually to barred. - o
@® The component isin failed status E’;: o .
» By clicking () additional information are 2=
available about the component. -
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OVERVIEW BUILT IN MONITORING AND ALARMING

» The anSwitch has a built-in system monitoring and alarming
based on the open source "Xymon Project".

» The system monitoring and alarming basic features are:
> Web based user inferface

) Supervises:
» the anSwitch V7 server/host internal states
» the anSwitch V7 component states
» the anSwitch V7 component log entries
» the IP connectivity between the anSwitch V7 servers/hosts and important external devices of the
VolIP system

) Provides graphical trend overviews of the telephony service:
» Callload

» Device registration
» Incoming SIP message flow

) Alarms by email if one of the defined alarm or error conditions is met.
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OVERVIEW INTEGRATED SYSTEM MONITOR

» Access the system monitor main view:
hitp://IP_ADDRESS:6320/xymon/ vers ——

Current Status Thu Sep 15 10:03:20 2022

Nofe No login and authentication is [E—
needed. o
>Make sure that only authorized

personnel is allowed to access Hosts:
this URL. pbx-rs7-01 *

pbx-rs7-02 ¢

anConnect

-acn-01 4

anMeet

» What do the little red/yellow/green icons meane

-ame-01 *

|C olor ||Recent1“_=.-' cha_nged”Las'r change = 24 hour5|
|Green: Status is DK” ” |
|Ye].low: Warning ” ”
[Red: Critical | |
|C lear: No data || ”
|Purp le: No report || ||
[Blue: Disabled || |

® e C e e e
0| [ @ (&) | ¢
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OVERVIEW INTEGRATED SYSTEM MONITOR MAIN VIEW

OO re 1')

v v v v v Vv

) Which information is delivered by clicking a red/yellow/green icone

syscalls  Callload

sysregs Device registration
syssipin - Incoming SIP messages
conn Ping the device IP

cpu CPU load

disk Disk usage

files Usage of the file system
memory Usage of memory
ports Usage of the IP ports
Procs Status or OS processes

Administration

pbx-rs7-01 4

pbx-rs7-02 4

anConnect

-acn-01

anMeet

-ame-01

Current Status

syscalls sysregs syssipin

ports

procs

Thu Sep 15 10:03:20 2022

» frends

> Msgs

» cc, cs, lb,

A collection of graphs
that show trends

Monitors the log-files for

critical errors of:

» System logs

» anSwitch V7
component logs

PO, SC

Monitor the containers
of the anSwitch V7
components
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ACCESSING THE ERROR INFORMATION

aare
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» Accessing the error information

> Click the icon of interest that indicates a problem

» Study the information and act

Filesystem 1024-blocks Used Available Capacity Mounted on
/dev/mapper/VG_MASTER-LV_ROOT 90223572 86897328 9326244 98% /host/var

shm

tmpfs
tmpfs
tmpfs
tmpfs

le0

65536 272 65264 1% /dev/shm
3974820 2] 3974820 @% /proc/asound
3974820 3974820 % /proc/acpi
3974820 3974820 8% /proc/scsi
3974820 3974820 e% /sys/firmware

Status mr

aanvpbx-rs7-01 Disk Utilization 13/Sep/2022 - 15/Sep/2022

8o

60

40

20

]

W /dev/shm
B /host/var
B /proc/acpi

Wed 00:00 Wed 12:00 Thu 00:00

1.0 (cur) : 1.0 (max) : 1.0 (min) : 1.0 (avg)
: 90.0 (cur) : 90.0 (max) : 87.0 (min) : 88.4 (avg)
- 0.0 (cur) ] 0.0 (max) 1 0.0 (min) 1 0.0 (avg)

Updated: 15-Sep-2022 13:11:43
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ACCESSING THE HISTORY LOG OF A SUPERVISED ENTITY

» Accessing the history log of a supervised
enftity

" HISTORY |
> Click the icon of interest :37°CEST 2022 - Log files ok

Btable entries in
. No notable entries in /

» The messages page of the entity pops up

No notable entries i

No notable entries in
. . . No notable entr:
> Click the button: History
No notable entr:

No notable entr: mcontrol/error. log

No notable entr:

» The history page of the entity pops up
> Click the row of the error of interest

» Study the information

Thu Sep 8 13:31

Thu i
[ i i i

Thu Sep 15 10:46:07 2022

Thu Sep 15 10:34:23

from requ client.
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INTERPRETATION OF ERROR MESSAGES

»  Most error descriptions are easy to understand.

» The following system alert or error reports must be considered as
VolIP system threatening issues
=2 Address them immediately:

Serverissues e.g., hard disk full, stopped processes

Linux service issues e.g., DB replication broken

IP connections lost

Fraud

Traffic shaper

} |ﬂ Order TO eSTimOTe The eXTeﬂT Of \/Q|P’[e|ephony grgphs
a problem for the VolP system, e Deviesregistafion E
It can be useful to examine the P yssipin_Incoming SIF messages
trends in the VolIP telephony graphs.

) Collapsed registrations or connection numbers indicate large-scale failures
= These must be addressed immediately.

vV vV vV Vv Vv
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DISPLAY DURATION OF AN ERROR INDICATION

4

A problem is repeatedly re-reported every hour (default) unfil it is
solved or disappears.

) The system monitor refreshes the error indication every 5 minutes. Then it
removes the oldest solved error indication. So, it may last until all error
indications are removed.

Some server problems are reported via SNMP frap to the system
monitor.

= A problem reported via SNMP traps is signaled only 1 time!

Note If you miss this 1 time, then the server may be in danger.

»  System monitor Log, email or SMTP trap may contain the
following information

"snmptrapd" "failure" "degraded"
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CONFIGURATION OF SYSTEM ALARMING

» The system alarming configuration is » Example of an alarming configuration:
done durlng The SYSTem prOVISIOnlng. ; Haz-{lél:locg)c(ﬁgggrpn;f::om REPEAT=60 COLOR=red,yellow,purple
» It defines the email addresses to be informed 3  MAIL supporterl@customer.com REPEAT=15 COLOR=red
» It defines the repetition of the email until the issue
is over
» It defines the severity which shall be informed:
» red

» Defined thresholds
» Logging severity: FATAL, ERROR

» vyellow
» Defined thresholds
» Logging severity: WARN

» purple No report from the supervised entity

Note Depending on a maintenance contract
between the customer and Aarenet the
alarmin is included in the Aarenet call
duty organization.
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CHECK PBX CALL ANALYTICS

aare
netp

» The anSwitch provides for each PBX a
call analytics summary with information
of e.g., number of calls, number of
answered and declined, number of
erroneous calls, average conversation
time, etc.

> Menu: PBX Administrator

> Sub-Menu: Call Analytics

» Check for the desired information e.g.:

»

>
>
>

Abnormally low number of answered calls
High number of calls with errors
Abnormally short call durations

efc.

From

01.05.2021 19.05.2021

Number of calls

Number of answered calls

Number of calls with a busy line

Number of calls with no reply

Number of declined calls

Number of calls with errors

Average conversation time

PBX Call Analytics PbxAarenet
To

794 Number of calls

643 Number of answered calls

0 Numiber of calls with a busy line
130 Numiber of calls with no reply
14 Number of declined calls

7 MNumber of calls with errors
00:07:14 Average conversation time

Outgoing calls

1031

750

a2

162

24

13

00:06:07
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EVALUATE THE PROBLEM TYPE

SOMEWHERE IN THE "SUPPORT MATRIX" LIES THE PROBLEM

aare
netp

Telephony
Service

Network

Equipment

Involved Services

Involved Parties %

VolP:

» Transparent SIP & RTP
routing

» SIP device configuration

» SIP device registration

VolP:
» Transparent SIP & RTP
routfing

VolIP System:

» VoIP switch operation

» Access PSTN Carrier

» Customer telephony
features

» Class 5 switch features

VolIP:
» Access PSTN
» Class 4 switch features

IP Data Routing:

» QoS for VoIP

» IP network device
configuration

» Intranet IP routing

» Infernet access

IP Data Routing:

» QoS for VolP

» Redundant IP routing
» Routing protocols

IP Data Routing:

» QoS for VolP

» Redundant IP routing
» Routing protocols

IP Data Routing:

» QoS for VolIP

» Redundant IP routing
» Routing protocols

Devices:

» Telephone, DECT, FAX
» PBX

» Access router

Devices:

» Router

» IP Switch

» Redundant equipment

Devices:

» Firewall / SBC
» Router

» IP Switch

Devices:

» Firewall / SBC
» Router

» IP Switch

» Firewall FW » VolIP Server » Gateway to PSTN
» Redundant equipment » Redundant equipment
Internet
Service Telephony
Customer Provider Provider PSTN Carrier
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EVALUATE THE PROBLEM TYPE

EVALUATE THE PROBLEM TYPE
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< User / Customer / Ticket Input >

Evaluate the Type of Problem?

v

v

\2

V

The device:

— doesn't start

— doesn't configure
— doesn't register

Telephone connections:

— do not always work

— are not working on
certain destinations

— are infterrupted

Voice transmission

erroneous:

— Bad voice quality

— No voice in one or both
directions

Special telephony cases:
— FAX transmission is not
working or only partially.

Check orrecord the ticket:
O User contact data

O VolP System

O User VolIP setup

Necessary info from the user:
O Date/Time of the issue
O Affected number

Trouble detail:

Check orrecord the ticket :
O User contact data

O VolP System

O User VolIP setup

Necessary info from the user :
O Date/Time of the issue
O Affected A and B number

Troubled direction?

Check orrecord the ticket :
O User contact data

O VolP System

O User VolIP setup

Necessary info from the user :
O Date/Time of the issue
O Affected A and B number

Troubled direction?

Check orrecord the ticket :
O User contact data

O VolIP System

O User VolP setup

Necessary info from the user :
O Date/Time of the issue
O Affected A and B number

Troubled direction?

O Device doesn't register O From AtoB O From AtoB O From Ato B
O Device doesn't get its config O From B to A O From B to A O FromBto A
O Device doesn't get an IP O Number, which is not O Both directions O Both directions
O Device doesn't start up reachable O Bad speech quality O No transmission
O Connections are interrupted O No speech fransmission O Incomplete transmission
\ \ \ \
Solve Problem Type: Solve Problem Type: Solve Problem Type: Solve Problem Type:
"Device / Network" "Connection" "Audio Stream" "FAX Transmission"
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PROBLEM TYPE: "DEVICE / NETWORK"
CHECK THE REGISTRATION

» Check the registration of the phone number in the Portal!

» If the registration exists, it can be assumed that:
» The terminal is working
» The IP fransmission works

=>» Continue with "Problem Type: Connection”
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PROBLEM TYPE:"DEVICE / NETWORK"
CHECK THE REGISTRATION

2. Use the Portal menu "Log" for finding any hint about erroneous
registrations from this SIP phone in the Log types:
» CallControl
»  Support

a. Set reasonable "From" date/time values
Set the filter "Contains Regex Pattern®:

) REGISTRATION

) Phone number of the SIP Phone

o
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PROBLEM TYPE: "DEVICE / NETWORK"
CHECK THE SIP PHONE

3. Investigate whether the SIP phone at the user's premises is

functional:
] Check if the power cable is connected and ok?

= Replace the power cable if necessary!

[] Check if the phones Ethernet patch cable is connected and oke
[0 Connected and plugged into the correct socket?

= Replace the Ethernet patch if necessary!

[] Check if the SIP phone works?

[ Are LEDs and/or the display "alive"¢
[1 Light the LED? Do they flash an "error code"?
1 Isthere an error text displayed on the display?

= If necessary, replace the SIP phone for testing!
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PROBLEM TYPE: "DEVICE / NETWORK"

CHECK IP CONNECTIVITY

4. Investigate whether the Intranet and Intfernet access works at the
user's premises:

L]

Check if the user has Intfernet access e.g., from a PC next to the SIP phone.
For a reliable statement, both should be connected to the same IP switch.

= |f not, do the next checks.

Check if the Infranet LAN devices e.g., access router, firewall, IP switches

work?e

[ Are LEDs and/or the display "alive"¢

[1 Light the LED? Do they flash an "error code"?

1 Isthere an error text displayed on the display?

[0 Check the FW configuration for unnecessary SIP ALG or helpers, blocking policies

= If necessary, replace the devices for testing!

Check if the Internet access device works?
[0 Internet connection device (DSL, cable modem, FTTH, etc.)

= If not, contact the support of the Internet provider, the equipment supplier, etc.



13 PROBLEM TYPE:
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PROBLEM TYPE: "CONNECTION

The main objective of this problem type is to detfermine why:
Incoming calls are not working

. Outgoing calls are not working

II. Calls are interrupted after a certain time
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PROBLEM TYPE: GENERAL "CONNECTION PROBLEM"™ CHECKS

» Check the operational configuration in the Portal:
a. Check the PBX OrgUnit:

] Is there a blocking Public Call Permission responsible¢

b. Checkthe PBX Dashboard:

[] Is there the limit of external calls reached?

c. Check the PBX Sefttings:
] Is the PBX still active (date valid)?

d. Check the number:

[] Is the number available?



55 PROBLEM TYPE: "CONNECTION" et

PROBLEM TYPE: "NO INCOMING CONNECTION"

Search for the claimed connection(s) in the Portal Ul "Support Log"

and/or "Trace’.

- If the connection can no longer be found, the user must be
asked to re-do the connection attempt. Then these logs can be
examined.

1.  Find the connection in the Portal Ul menu "Calls" the requested

call:
a. Extract the connections log entries in the "Support Log" with the "Call-ID" as
text filter.

o. Extract the SIP trace of this call directly out of the CDR by clicking the |
Download SIP Trace | button.
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PROBLEM TYPE: "NO INCOMING CONNECTION"

2.  What was received from the PSTN concerning this failed call?
> Check if there was an incoming call from the PSTN<¢
] Was there an incoming INVITE from the PSTN with the B numbere
=> If no INVITE was received:
] Check with the PSTN provider, why this number is not routed to
this anSwitch.

> Check if the dialed B number is known on the anSwitch V7¢
[] Is the dialed B number correct and active on this anSwitch V7¢
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PROBLEM TYPE: "NO INCOMING CONNECTION"

3. Are there entries in the logs that indicate a problem with @
Ruleset, TopStop, call forward, efc.?
» Check the "Support Log™:

a. Is the phone correctly registered?

The called B number cannot be found on the Aarenet VolP Switch?
A blocking Ruleset activee

The B number is rewritten incorrectly by a Ruleset and therefore no
longer routable.

0o

» Check the "SIP Trace":

a. Is the INVITE sent toward the phone?
o. Did the phone send back any SIP message®¢
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PROBLEM TYPE: "NO OUTGOING CONNECTION"

» Checkin the Call List if the call was routed in the anSwitch to the
PSTN or OnNet destination:

a. Check the dialed B number:

[] Is the dialed B number correct public PSTN number?
[] s the dialed B number a OnNet public PSTN number?

b. Check the PBX Settings of A:
[] Is the TopStop of the PBX reached?

c. Checkin the Extension Setftings of A:
[] Is there a blocking Public Call Permission responsible¢

d. If Bis a OnNet destination, check in its Extension Features:
[] Are the assigned phones registerede
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PROBLEM TYPE: "NO OUTGOING CONNECTION"

e. Checkthe Trace:

] Was there an incoming INVITE with the B number from the A usere
=> If no INVITE was received:
» Check with the A user, why this call did not work:

» Phone defect?¢

» Phone not correct connected?

» Phone not registered - is it correct configured?
» No internet accesse

[] Was there an INVITE from the anSwitch to the PSTN or OnNet
destination?
> Is in this INVITE the B number still correcte

) Was there any SIP cause response from the PSTN provider like:
» 4xx: Failure responses from the B side
» 6xx: No route was found in the routing table

=> If no INVITE was sent:

) Check the SIP cause response of the anSwitch

) Check the Support Log with the call-ID of this call and search for
any hints
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OVERVIEW "INTERRUPTED CONNECTION"

Interrupted connections can have multiple reasons:

: Charge limitation by a TopStop

. Unintentional "hooking on" of the phone by a user

.  Connection supervision by the phones (Session Timer)

V. Media stream supervision by any devise in the telephone
system e.g., no RTP packets during 30sec

V. Phone defect

= |. - |ll. are the most common reasons.
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PROBLEM TYPE: "INTERRUPTED CONNECTION"

. Check interruption by TopStop:

a. Check the PBX Settings of A:
[] Is the TopStop of the PBX reached?

Il. Check for unintfended "nook on" of a user:
a. Search the callin the PBX Calls list > Select Show Call Stafts

b. Checkin the Technical Info:
> SIP Status
b Cause of Release(Q850)

For details on the SIP response codes, see:
hitp://en.wikipedia.org/wiki/List_of SIP_response_codes



http://en.wikipedia.org/wiki/List_of_SIP_response_codes
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PROBLEM TYPE: "INTERRUPTED CONNECTION"

Il.  Check the call supervision by the SIP Session Timer:
a. Search the call in the PBX Calls list > Select Show Call Stats

b. Checkin the Technical Info:
> SIP Status
2 Cause of Release(Q850)

c. Search the callin the PBX Calls list > Select Download SIP
Trace

d. Analyze the trace for fimed out "Session timers”
b "Session Timer" within the dialog is expired without renewal.
b It is typically renewed every 180 - 300sec via RE-INVITE
b The renegotiated is initiated by the pre-negotiated side (refresher)
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PROBLEM TYPE: "INTERRUPTED CONNECTION"

V. Check for RTP media problems if the release reason of the SIP
trace points to the PSTN:

a. Search the callin the PBX Calls list > Select Show Call Stats

b. Checkin the Quality Info for:
b High packet loss
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AUDIO STREAM INTRODUCTION

Note

4

In most cases, "Audio Stream” problems can only be found and solved
by means of an exclusion procedure.

It is paramount that the customer/user knows that audio stream
problems are difficult to frack down and to solve.

It's nerve-wracking and it is fime consuming.

Solving audio stream problems often requires the cooperation and
active co-testing from the customer/user with the support personnel!
The active help of the customer/user is needed in most cases e.g., by
executing test connections.
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AUDIO STREAM INTRODUCTION

The audio stream problem type covers the following erroneous
conditions:
» No voice fransmission in one or both directions from the
beginning of the connection
» Bad voice quality during the connection

Naming of audio stream problems:
»  One-Way/No-Way Connection:
There is no speech transmission in one or both directions from

beginning of the connection.

» Glitch Connection:
There Is speech transmission, but it is disturbed.
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AUDIO STREAM PROBLEM CHARACTERISTICS

Characteristics of audio stream problems:
»  One-Way/No-Way Connection:
» Silence in both directions

» Silence fromA > B
» Silence fromB > A
= Possible reason:
Mostly due to no or blocked RTP data transmission

»  Glitch Connection:
» Crackle, clicking = Possible reason: small packet loss, jitter
» Short inferruption = Possible reason: bigger packet loss
»  Ouw-ing = Possible reason: jitter, transcoding
» Echo = Possible reason: jitter, big delay
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AUDIO STREAM PROBLEM ZONES
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The source of the audio stream problems
are all foo often somewhere in the data

transmission "Data Transfer D" layer.

But sometimes they are surprisingly simple:
» The microphone or loudspeaker in the telephone
handset defect
» Volume configuration in the telephone set wrong
» Telephone defect
» The company Intranet is not made ready for VolP

VolP: VolP VolP System: VolP:
Telephony » Transparent SIP & RTP » Transparent SIP & RTP » VolP switch operation » Access PSTN
uting ting » Access PSTN Carrier » Class 4 switch features
S A SIP device configurati » Customer telephony
erVICe SIP device registrati features
» Class 5 switch features
IP Data Routing IP Data Routing: IP Data Routing: IP Data Routing:
QoS for VolP » QoS for VoIP » QoS for VoIP » QoS for VoIP
Network IP network d: » RedundantIP routing » Redundant IP routing » RedundantIP routing
nfigurati » Routing protocols » Routing protocols » Routing protocols
rane
m
Devices: Devices: evices:
» Telephone, DECT, FAX » Router » Firewall / SBC » Firewall / SBC
E Ui ment » PBX » IP Switch » Router » Router
q p ter » Redundant equipment » IP Switch » IP Switch

» Access rou
» Firewall FW

Customer

» VolP Server
» Redundant equipment

» Gateway to PSTN
» Redundant equipment

Internet
Service
Provider

Telephony
Provider

PSTN Carrier
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EXCLUSION OF AUDIO STREAM PROBLEM SOURCES
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1. Make sure that only the complaining
user is affected!

a. Check the "Big Picture”
= See next pagel

» If only this user is affected, then
the crossings with the X are no
longer suspicious.

Note
on the B side either:

» B PSTN provider
» B user

Consider that there could be a problem

Telephony
Service

Network

Equipment

» Telephone, DECT, FAX
PBX

» Access router
» Firewall FW

» Redundant equipment

Customer

Internet
Service
Provider

arrier

Telephony
Provider

PSTN Carrier
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"CHECK THE BIG PICTURE"

2. Are a lot of users affected? EeE————— |

Telephony > :‘;c:}n»spc:remSIP&RTP » Tran: » VolIP switch operation » Access PSTN

ting routin: » Access al » Class 4 switch features

» Lot of user complainse Service Sty
» Check the System "trends™:

» Isthere aremarkable drop of Network
calls/registrationse
=> If yes, then wake up the System 2N "

E Ui ment P » itcl » pelter » Route
q p » Access rg edundant equipmen itc » IP Switch
» Fire » Gateway to PSTN
» Redundant equipment » Redundant equipment

Administrator!

Telephony

3. Check where the affected calls are: I o

a. Are all calls affected?
» Are the FW, L2 IP switch, ok?2
» Are the anSwitch servers, ok?¢
» Are all anSwitch components, ok?

b. Are only OnNet calls affectede
» If only OnNet, then all or just out of a certain
IP subnet?

c. Are only PSTN calls affected?
» Isthe IT connectivity to the PSTN Gateway,
ok?
» Isthe PSTN Gateway/SIP-trunk, ok?
» Isthe PSTN carrier, ok?e
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INTERVIEW THE COMPLAINING USER

configuration » Routing protocols

» IntranetIP routing
) Internet access

| n Te rv I eW 1- h e U S e r. Telephony \:O%'Fr’én’ty»quremSIP &RTP YOlTFr’(;r:_spcrentSIP &RTP \io‘\fci}/’ss _v O_Tion
1. Which type of audio stream problem? Service e | & . ¢
yp
» No/One-Way
. IP Data Routing: IP Data Routing:
} G I I TC h N etwork : IP rg?vi(i?kr \(/joel\;ce : RQeOdSJS(rj\éSI‘TP routing

» Affected side

. R . . DveTv(iaC\:ghone, DECT, FAX [:e\ét):tis_e:tr Dvelziirce?/i:clll / SBC
2. Problem with all B peers or just with one@¢ Equipment } Roces o Ll s ccuipment
= If only one, then the B side could cause the
| | Internet
probleml Service Telephony
Customer Provider Provider PSTN Carrier

3. Checkif there could be a problem with the A SIP
phone.

4. Check if there were any changes in the user's
Intfranet access:
» FW: policies, SIP ALG, SIP Helper active?
» NAT fimeoute

5. Check if there were any changes in the user's
Internet access.
» Isthe Internet access runninge
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CHECK THE CALL STATISTICS OF THE CALL

» Check the call statistic for suspicious
values: cano

» Heavy packet loss Tt s 150
» Heavy packet jitter

Time Connect  :
: 00:00:00

» Check whether a connectionlegis
specifically eye-catching

Destination IP

: cclanloctrain-dc69bdbc2729e4b0
: 6BCB03EBD1CD3B7174980074C1FED45C47892A50D

. . . gfuilzagfji{e\ease@aso; : 0- Valid cayse codemnot yet received
= GO on with your search in this .
° ° Leg Average Jitter RX Average Jitter TX Packet Loss RX Packet Loss TX Average Latency
dlreCTlon! A 21 ms 156 ms 0% 2% 12ms
B Oms Oms 0% 0% Oms
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PROBLEM TYPE: "FAX TRANSMISSION"

» The reason of the most Fax transmission problems lie in the
"analogue” versus "packetized" fransfter of the data.

» Fax bases on analogue modem technology and relies on precise
and confinuous modulated frequency transmission.

» And just the SIP based packetized fransmission technology breaks
the required "precise and continuous modulated frequency
transmission” of the Fax service.



75 PROBLEM TYPE: "FAX TRANSMISSION" OCIr{gi)

SOLUTION ATTEMPTS FOR "FAX TRANSMISSION" PROBLEMS

4

Note

With Fax problems you have the following possibilities to solve it:

Change the FAX device configuration:

> Reduce transmission rate to 14400 Baud or lower

) Switch off ECM

> Activate any existing VolIP transmission mechanism
) If necessary, replace the FAX machine to test if.

Change the codec type in the upstream SIP device usually

an analogue terminal adapter ATA:

> G.711: forin-band Fax transmission
) 1.38:  for packetized out-band Fax fransmission

Every transcoding hampers the Fax transmission!
The experience shows that more than two transcoding points enhances the probability of erroneous
Fax transmissions.
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CONFIGURE THE LOGGING LEVEL PER COMPONENT TYPE

» Logging levels:
» All components have different logging levels by default.

» frace . Is the most verbose level
» debug

» info

» warn

» error

» fatal . Is the most silent level

1. Configure the valid logging level in file: /etc/aareswitch/*system.yaml
» Valid for a single component type, e.g. CallControl

1 components:

2 cc*:

3 logging:

4 baseLoglevel: trace

2. Restart the component on all server/hosts

High logging levels produce heavy system load!
= After finishing logging on an enhanced logging level switch back to the default level.
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