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| Support Contacts Aarenet

1.1 Support Europe

1.1.1 Europe: Support Contact

Helpdesk — Online Ticketing Tool:

lWWW.
https://helpdesk.aarenet.com/en [©

» Non-Business Hours (NBH1 & NBH2)
» For critical (Fault class 1) issues during NBH 1 & 2 Premium Customers are recom-
mended to call the 24/7 support hotline.

The access is free for all Aarenet customers. Signing in for a new access account is necessary.

Support Mailbox
4@)
s helpdesk@aarenet.com

» Non-Business Hours (NBH1 & NBH2)
4 For critical (Fault class 1) issues during NBH 1 & 2 Premium Customers are recom-
mended to call the 24/7 support hotline.

Support Hotlines

+41 31 980 28 17: Business Hours Support Hotline
» Business Hours BH: 08:00 — 18:00 GMT+1.

24/7 (Premium) Support Hotline

4 The authorized customers get the number from the Regional Europe Operation Man-
ager.
4 Non-business hours (NBH1 & NBH2).

© Aarenet Inc. 3/24
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1.1.2 Europe: Support SLA Definitions

Europe: Business Hours & Non-Business Hours as per CMA

» Business Hours BH » Non-Business Hours T NBH1
—Bern time zone (GMT+1) —Bern time zone (GMT+1)
Day ‘ From ‘ To Day ‘ From ‘ To
Monday 08:00 18:00 Monday 18:00 08:00
Tuesday 08:00 18:00 Tuesday 18:00 08:00
Wednesday  08:00 18:00 Wednesday  18:00 08:00
Thursday 08:00 18:00 Thursday 18:00 08:00
Friday 08:00 18:00 Friday 18:00 08:00

» Non-Business Hours 2 NBH2
» All day Saturday
» All day Sunday
» All Swiss holidays

Europe: Fault Classes

Fault Class | Description

1 - critical Break-down or disruption of the entire system. The incidence degrades the operation of the
system to an extent that requires immediate and continuing reaction.

E.g., no new calls can be established or unavailability of inbound or outbound traffic.

2 - high Severe disruption of parts the system (break-down or disruption of vital functions such as SS7
Gateways, Load Balancer etc.). The incidence degrades the operation of the system to an
extend that requires immediate and continuing reaction.

E.g.. system failure that causes loss of redundancy.

3 - medium Disruption of parts of the system (break-down or disruption of non-vital functions). The incidence
degrades the operation of the system to an extend that requires immediate and continuing
reaction.

E.g., loss of redundancy of the provisioning system.

4 - minor A deviation or disruption of a negligible feature or negligible function to the operation of the
system. The incidence degrades the operation of the system minimal or without any influence.

E.g.. Call Waiting feature is not working

Europe: Standard Support as per CMA

Fault Class ‘ Reaction Time ’TTTR ‘Solu’rion

1 30 minutes BH 2 hours BH Fault is cleared or workaround solves the problem or
mutual downgrade of fault class

2 30 minutes BH 8 hours BH Fault is cleared or workaround solves the problem or
mutual downgrade of fault class

3 2 hours BH 5 working days Fault is cleared or workaround solves the problem

4 1 working day BH 1 month Fault is cleared or workaround solves the problem

Europe: Premium Support as per CMA

Fault Class ‘ Reaction time ‘ TTTR | Solution

1 30 minutes BH, NBH1 2 hours BH, Fault is cleared or workaround solves the problem or
and NBH2 NBH1 and NBH2 mutual downgrade of fault class

2 30 minutes BH, NBHT 8 hours BH Fault is cleared or workaround solves the problem or
and NBH2 mutual downgrade of fault class

3 2 hours BH 5 working days Fault is cleared or workaround solves the problem

4 1 working day BH 1 month Fault is cleared or workaround solves the problem

© Aarenet Inc.
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1.2 Support Asia-Pacific Economic Area APAC

1.2.1 APAC: Support Contact

Helpdesk — Online Ticketing Tool:

| Www.

https://helpdesk.aarenet.com/en [4
» Non-Business Hours (NBH1 & NBH2)

4 For critical (Fault class 1) issues during NBH 1 & 2 Premium Customers are recom-
mended to call the 24/7 support hotline.

The access is free for all Aarenet customers. Signing in for a new access account is necessary.
Support Mailbox
2
helpdesk@aarenet.com

» Non-Business Hours (NBH1 & NBH2)

» For critical (Fault class 1) issues during NBH 1 & 2 Premium Customers are recom-
mended to call the 24/7 support hotline.

Support Hotlines

+48 28 7303 0149 : Business Hours Support Hotline
4 Business hours: 08:00 AM — 18:00 PM GMT+7.

24/7 (Premium) Support Hotline
» The authorized customers get the number from the Regional Operation Manager
APAC.

» Non-business hours (NBH1 & NBH2).

© Aarenet Inc. 5/24
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1.2.2 APAC: Support SLA Definitions

APAC: Business Hours & Non-Business Hours as per CMA

» Business Hours BH » Non-Business Hours 1T NBH1
—HCMC time zone (GMT+7) —HCMC time zone (GMT+7)

Day ‘ From ’To Day ‘ From ’ To
Monday 08:00 AM 06:00 PM Monday 06:00 PM 08:00 AM
Tuesday 08:00 AM 06:00 PM Tuesday 06:00 PM 08:00 AM
Wednesday  08:00 AM 06:00 PM Wednesday  06:00 PM 08:00 AM
Thursday 08:00 AM 06:00 PM Thursday 06:00 PM 08:00 AM
Friday 08:00 AM 06:00 PM Friday 06:00 PM 08:00 AM

»  Non-Business Hours 2 NBH2
» All day Saturday
» All day Sunday
» All Viethamese holidays

APAC: Fault Classes

Fault Class | Description

1 - critical Break-down or disruption of the entire system. The incidence degrades the operation of the
system to an extent that requires immediate and continuing reaction.

E.g., no new calls can be established or unavailability of inbound or outbound traffic.

2 - high Severe disruption of parts the system (break-down or disruption of vital functions such as SS7
Gateways, Load Balancer etc.). The incidence degrades the operation of the system to an
extend that requires immediate and continuing reaction.

E.g.. system failure that causes loss of redundancy.

3 - medium Disruption of parts of the system (break-down or disruption of non-vital functions). The incidence
degrades the operation of the system fo an extend that requires immediate and continuing
reaction.

E.g., loss of redundancy of the provisioning system.

4 - minor A deviation or disruption of a negligible feature or negligible function to the operation of the
system. The incidence degrades the operation of the system minimal or without any influence.

E.g.. Call Waiting feature is not working

APAC: Standard Support as per CMA

Fault Class | Reaction Time |1TTR |Solu’rion

1 30 minutes BH 2 hours BH Fault is cleared or workaround solves the problem or
mutual downgrade of fault class

2 30 minutes BH 8 hours BH Fault is cleared or workaround solves the problem or
mutual downgrade of fault class

3 2 hours BH 5 working days Fault is cleared or workaround solves the problem

4 1 working day BH 1 month Fault is cleared or workaround solves the problem

APAC: Premium Support as per CMA

Fault Class ‘ Reaction time ‘ TTTR | Solution

1 30 minutes BH, NBH1 2 hours BH, Fault is cleared or workaround solves the problem or
and NBH2 NBH1 and NBH2 mutual downgrade of fault class

2 30 minutes BH, NBH1 8 hours BH Fault is cleared or workaround solves the problem or
and NBH2 mutual downgrade of fault class

2 2 hours BH 5 working days Fault is cleared or workaround solves the problem

4 1 working day BH 1 month Fault is cleared or workaround solves the problem

© Aarenet Inc.
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2 Overview Support anSwitch Vé

2.1 Somewhere Here Lies the Problem

Telephony sp e Yi‘ii@:gmm: wer

Service

Network

Equipment elant equipment
Internet

Involved Services Service Telephony

Provider Provider PSTN Carrier

Involved Parfies =———3

The anSwitch Vé provides a big number of integrated supporting tools which helps the support personnel to
solve most problems. In most cases external tools are not needed.

The support personnel must have the role of "Operator" to be able to provide adequate assistance. The Admin-
istrator has additional tools for supervising the VolIP system and checking the anSwitch V6 components.

2.2 How to Starte

Exclude IP network problems!
= See "Check the SIP Registration Status of SIP Devices" 7.
If yes, then the Equipment and Network layer is very probably ok.

Check the available call datal

= See "Check the Call Data of Successful or Unsuccessful Calls" 7.
"May the Force be with you!" ...

2.3 Check the SIP Registration Status of SIP Devices

The anSwitch Vé provides registration information in a generalized manner at different places. The "Phone Re-
lated Status" provides the detailed registration information of each SIP phone that is registered or was registered
once.

This tool is useful for analyzing:

» The registration status of a SIP device.
» As first check of the IP connectivity between the SIP device and the anSwitch Vé.

This tool is available for:
» Operator with access to the ConfigCenter

© Aarenet Inc. 7/24
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General overview of the registratfion status via the address lists at system and account level:

Status and type of registration:

Number [0123456769 (* or ? as wildeards)

@ Active registration Home P ——
2 No registration Endpaint name (= or 2 25 widkards)

“Page | of 1 (1 Entry) # Search
. Number Endpoint name Registration
Note: 0123456789 #sip ®

If noicon is shown, then more
than 100 addresses are listed. ciose |

Registration || 2 Registrations &

Account .unyeyﬂ\:mm ng #

|Basic_Advanced _Answofing Mashine _Virual PBX _ MGCP

jumber [p1z3456789
omain  [deme-training aarenet com
Display| Name. [

Depatment - *

s: 0123456789

e Bemate Part. Lser Agant Time Jeft P =
Yealink SIP-T56A 58.80.0.25 00:27:32

Open the detdiled Routing over main ragif el - -
. " N I Ln' Sant\hes 0123456789 Yealink SIP-TS6A 58.80.0.25 00:27:29 message-summary scl
registration information. Lol e

Registration and
subscription information.

Close

2.4 Check the Call Data of Successful or Unsuccessful Calls

The Call Data is a list of all call attempts and successful and unsuccessful calls the support personnel is allowed
to check.

NOTe The call data are the perfect starting point for investigating a call with problems!

» What happened within the anSwitch Vé concerning this call2
» Use the Call ID as search string in the Support log.
For details see "Support Tool: Support Log" 7.

» Which SIP messages and their contents were exchanged between the anSwitch Vé and the
peering SIP devices?
» Click the button "Trace" and download the SIP message flow as PCAP formatted file. In-
vestigate the PCAP file with a 3rd party application, e.g. Wireshark.
For details see "Support Tool: Trace" 7.

» The voice fransmission was poor or non-existent.
» Click the button "Media Trace". All available codec and RTP/SRTP statistical information
is presented.
For details see "Support Tool: Media Trace" 7.

Get the Call Data:

1. Access ConfigCenter Menu: "Rating" > "Call Data"
2. Set the desired filters:
» Date/Time
» Duration
» Set the duration to "00:00:00" for displaying unsuccessful calls too.
» Calling A and/or called B number.
4 Wild cards ™" and "¢" are possible in numbers.
» Charges

© Aarenet Inc. 8/24
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» Account
» etc.
3. Start the search by clicking button: Search .
4. Double click the row of call for obtaining the call detail information.
Call Data [x]

Only CDRs that match all of the following conditions are listed

Time [2018/10/0800:00 [ 2018/10/0900:00 & (yyyy/mm/dd hh:mm)

Duration  [00:00:00

[ (hh:mm:ss)

Charges |
Tenant |aant

Account

[ (Fr.)

2
o »

Calling Number 0449980915

(* or ? as wildcards)

Called Number |

(% or ? as wildcards)

Destination Type |

Destination |

Export scope | Tenant ¥

GPage 1

Time

of 1 (6 / 6 Entries) #

Search

Account | called Number | State | Dest. Type | Destination

| Duration | Charges | Tenant Restricted | Calling Number | CLIP
0.05 aant no

2018/10/08 09:17 00:00:35 2an1-000028 0449980915 0449980915 0796406506 normal (cg) Mobile Switzerland-Mobile-Swisscom
2018/10/08 09:35 00:00:35 0.05 aanl  aan1-000028 no 0449980915 0449980915 0796406506  normal (cg) Mobile Switzerland-Mobile-Swisscom
2018/10/08 09:53 00:00:35 0.05 aanl  aan1-000028 no 0449980915 0449980915 0796406506  normal (cd) Mobile Switzerland-Mobile-Swisscom
2018/10/08 10:01  00:00:35 0.05 aani  aan1-000028 no 0449980915 0449980915 0796406506  normal (cg) Mobile Switzerland-Mobile-Swisscom
2018/10/08 10:21  00:00:35 0.05 aani  aan1-000028 no 0449980915 0449980915 0796406506  normal (cd) Mobile Switzerland-Mobile-Swisscom
2018/10/08 10:24 00:00:00 0.00 aani  2an1-000028 no 0449980915 0449980915 0796406506  canceled Mobile Switzerland-Mobile-Swisscom

‘ »

Export | Rerate | Delete Close

The call data provides call detail information on a glance, and it enables direct access to further call logging
data:

The Call ID can CDR: sc1371544160282 =
be used for | >{ calllD sc1371544160282 |

seorch]ng the Charges Account [0.05
Suppoﬁ- Log Charges Tenant |0‘05
Time 2018/10/08 09:17
Duration [00:00:35

Restricted no

0449980915
0796406506
0796406506
normal (cg)
Leg A

CLIP 0449980915

Destination

Calling Number
Called Number
Qutbound Dest.

State

Switzerland-Mobile-Swisscom

Dest. Type Mobile

Postrating
Rate Import Time
Billing Info |

Ok | Save | Delete ?I Tmcel MediaTrace ‘k Close I

Directly download the SIP message
frace between the anSwitch Vé
and the peering SIP device.

Directly check the QoS data of the
audio stream between the anSwitch
V6 and the peering SIP device.

For further investigations of the call/connections:
> What happened within the anSwitch Vé concerning this call?

» Use the Call ID as search string in the Support log.
For details see "Support Tool: Support Log" 7.

> Which SIP messages and their contents were exchanged between the anSwitch V6 and the peer-
ing SIP devices?
» Click the button "Trace" and download the SIP message flow as PCAP formatted file. Inves-
tigate the PCAP file with a 39 party application, e.g. Wireshark.
For details see "Support Tool: Trace" 7.

» The voice fransmission was poor or non-existent.
» Click the button "Media Trace". All available codec and RTP/SRTP statistical information is
presented.

For details see "Support Tool: Media Trace" 7.

© Aarenet Inc. 9/24
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3 anSwitch Vé Integrated Support Tools

3.1 General Information

The anSwitch Vé support tools obtain their information from the internal round-robin log buffer that every an-
Switch V6 component maintains and from the call detail records CDR which are stored in the database. The
round-robin log buffers are dimensioned so that the logs can hold the logs of the last 3 days. CDRs are kept in
the database for 30 — 90 days, depending on the Telephone Service Provider requirement.

The support tools collect the needed information from servers and arrange them for display or download. This
process may need some time depending on the amount of data that has to be collected by the support tool.

No-l-e In a multi-tenant system, the support personnel of a tenant only see support information that
relates to their own tenant.

3.2 Support Tool: Support Log

The ConfigCenter support fool "Support Log" provides the supporting personnel with information from the internal
processes of the ServiceCenter, e.g.:

» Device registration

Call routing

Connection establishing and released
Ruleset used

Executed call forwards

Occurred errors

etc.

v v Vv Vv Vv Vv

The use of the "Support Log" is possible for support staff with the Roles: Administrator, Operator

Get the support log data:
1. Access ConfigCenter Menu: "Support" > "Support Log"

2. The dialog allows filtering according to specific:
» Duration with start and end date/time
» Text within an entry, e.g. the internal call ID
» Filters by specific events
Optional Filter for Text Support Log [x]
String, e.g.:
» CallIld To limit the size of data the following restrictions can be
a configured:
» Telephone number [ Text fotarisastcozez |
From ‘2018110/07 11:48:13 =
Time Spcm or il [ =
Duration: Duration ﬁ8:05:24
Mandatory: \
» "From"
» "Unftil" or "Duration” If at least one Category is selected, only matching entries are
displayed:
OpﬂOI’TCﬂ Filters All Registr. Routing Calls
Timeout Authent. Config. Outported
Emerg. Rules Alarm Presence
Additional information to display:
Domain Component Categories
Download Close

3. By clicking button [Download], the log is displayed in a web page on the PC.
By saving the log to file on the PC the evaluation and detailed analysis can then be done with any ASCII
editor.

© Aarenet Inc. 10/24
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Analyze the support log data:

» A support log entry contains:
» Date / Time
» At which ServiceCenter the entry was created, e.g. sc1 on the server *-sc-01.
» Internal Call ID
» Log event fext.

ServiceCenter where this event was logged, e.g.:
Date/time of the event }— scl > Host *-sc-01
sc2 = Host *-sc-02

l2618-18-08-99:17:19.657l sc1B71544160282 start call from ©449980915 to 0796406506 A
2018-10-08-09:17:19,677 $C1371544160282 routing call to gateway clti-trk-e8-sip-ss7-o4

2018-10-08-09:17:19.677 sc1371544160282 rule 'Adjust Domain for SIP Trunks' rewrites called number to 0796406506
2018-10-08-09:18:09.192 |sc1371544160282 [no ACK received from '@44998891?']

Event description

B wWN R

3.3 Support Tool: Trace

The ConfigCenter support tool "Trace" provides the supporting personnel with information from the message
traffic between the anSwitch Vé and peering SIP and MGCP devices, e.g. SIP-PSTN Gateway, SIP CPE, SIP phones
or MGCP phones.

A "Trace" contains information:

> SIP messages
» MGCP audit and connection messages
» SDP media transfer negotiation messages

Traces are captured as PCAP-formatted files. The evaluation and detailed analysis of a trace must take place
with a 3-party application, e.g. Wireshark (see https://www.wireshark.orgl?).

The use of the "Trace" is possible for support staff with the Roles: Administrator, Operator

Get the trace log:
> Variant 1: For a single connection or call attempt

1. Search the callin the call list, see for details "Check the Call Data of Successful or Unsuccessful Calls" 7.
2. Open the CDR dialog and click button: Trace

CDR: sc1371544160282 [x]

Call ID 'sc1371544160282

Charges Account |0,05
Charges Tenant |0.05
Time 2018/10/08 09:17
Duration [00:00:35

Restricted no
Calling Number 0449980915
Called Number 0796406506
Outbound Dest. 0796406506
State | normal (cg)

Leg A
CLIP 0449980915

Destination  Switzerland-Mobile-Swisscom

Dest. Type Mobile

Postrating

Rate Import Time

Billing Info |
O_kl Savel Deletel Trace | MediaTrace Close
» Variant 2: For all messages exchanged between the anSwitch Vé and all peering devices.
1. Access ConfigCenter Menu: "Support" > "Trace"
2. The dialog allows filtering according to specific:

© Aarenet Inc. 11/24
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» Duration with start and end date/time
» Text within an enftry, e.g. the internal call ID

Optional Filter for Text NN
string, e.g.:

» Callld Filter all messages that match ALL of the following rules:
| » Telephone number | Text 043027152 l

From [2015/12/22 16:00:00

Time Span or

Duration. until [ |#
Mandatory: Duration [0D:05:00

» "From’

» “Until" or "Duration” | _Download | Cloce

3. By clicking button [Download], the log is downloaded as PCAP-formatted file to the PC.
The evaluation and detailed analysis of a trace must take place with a 3d-party application, e.g.
Wireshark (see https://www.wireshark.orgl?).

3.4 Support Tool: Media Trace

The ConfigCenter support tool "Media Trace" provides the supporting personnel with information about the ne-
gotiated audio codecs for a call and the RTP media Quality of Service QoS information during a connection.

A "Media Trace" contains information:

» Negotiated codec and other media exchange parameters.

» Negotiated IP addresses and UDP port for RTP streams exchange.

» RTCP statistical information delivered by the anSwitch Vé MediaServer.
> RTCP statistical information as delivered by the SIP devices.

» RTCP QoS summary of each call leg.

No’re RTCP information can only be provided when the audio media streams of the involved peering
SIP devices of a connection are routed via a anSwitch V6 MediaServer.

The use of the "Media Trace" is possible for support staff with the Roles: Administrator, Operator

Get the media tfrace log:

1. Search the callin the call list, see for details "Check the Call Data of Successful or Unsuccessful Calls" 7.
2. Open the CDR dialog and click button: Media Trace
CDR: sc1371544160282 3]

Call ID sc1371544160282

Charges Account |0.05
Charges Tenant I0,05
Time 2018/10/08 09:17
Duration [00:00:35

Restricted no

Calling Number 0449980915
Called Number 0796406506
Outbound Dest. 0796406506
State | normal (cg)
Leg A
CLIP 0449980915
Destination  Switzerland-Mobile-Swisscom

Dest. Type Mobile

Postrating

Rate Import Time

Billing Info |
04k| Save | Delete | Trace | MediaTrace I Close |
3. The media information of the call is displayed on a web page of the PC.

© Aarenet Inc. 12/24
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Analyze the media

frace data:

Connection

sctrngrs1-97a04ddc3d90ce?

Endpoints

SDP information from
the first rejected INVIIE.
= Can be ignored.

Configured

—

SIPMediaServer

RTCP QoS
Summary

Statistics

Connaction

remote audio endpoint vs1-d825d0106786930

INVITE 185 150 4 202
1 9 minp

No dala availatie

The SDP information from the

anSwitch V6 M

diaServer.

ey Ty T
‘sc2imgre1-bidBc1688T241CH!

Endpoints.

local audio endpoint sc2ms1le2

§,

Leg A > Cadlling Party

)

2024-01:23-10-13:52 406
MS 185.150.4.201 40002

SDP information from the peering SIP
device.

RTCP Qo
‘Summary

No dala avallable

2024-01-23-10.13:52 744

IRTCP QoS summary of the call leg.

fip changed 1o: 185,150 4
2024.0123-10.13:55 397

2024.01:23-10.13:55 397
p data: 16c=161 Sni=146 enc=0 dee=0 dgki=0 99 cpKi=099

‘s<2tQrs140e3262371704165

local audio endpoint se2ms1/et

remote audio endpoint scitngas-dedafeéadObedaf2

2024.01-23-10:13.49 510
MS 185.150.4 201 40000 H

Leg B = Called Party

202401 23101352 364
‘20D OK 185 150.4.199 4000210 8 126
0 pamuB000

126 telephons-eventi8000

Nodata avaiable

>

The RTP/RTCP statistical information:

2024012310 1352 421
ip changad fo- 185 150 4 10940002 payload=r
2024-01-23-10.1352 421

changed to: 185.150.1.100 40002 payload=0
2024-01-23-10 13.53 850
1o: 185150 4.199.40003°
2024012310 13.53 850
1o: 185,150 4.100.40003

2024.01-23-10'1353 660

ricp dala: fraction=3 lost=1 jiter=0 {p=185.150.4, 199 port=40003"
2024.01.23-10 1353 860

lcp data. raction=3 lost=1 jiker=0 (=185 150 4 109 part=40003
2024.01.73-1013.55 366

ip data. roc=147 sni=144 enc=0 dec=0 dpki=0.00 cpKI=0.00

2024.01:2310.1355.
1 data: rec=147 sni=144 enc=0 dec=0 dpki=0.00 cpKi=0.00

» IP address, IP port or codec
changes of the peers

» RTCP statistic information from the
peers

» RIP statistic information from the
MediaServer

Details about the statistic information:

2017:08-07-11:12:

lep data:
2017-08-07

28.240
185.150.4.10:50233'

fiepct
2017-08-07-11:12:36 240
iop changed t0: 185.150.4.10:50233.
2017.08-07-11:12:38.250

fraction:
7-11:12:42.208
n=0

1
0 jtor=06 ip=185.

931

Tost=0 jitor=98 ip=185.

=0 ost-0 =104 p=185160.4.10 port=80233

108120 jtor=104 ip=185.160.4.10 port=50233
852

269 0n0=0 doc=0 dpki=0.00 cpki=0.00"

160,410 port=50235'
160.4.10 port=50233

RTCP statistical information from peer:
» Timestamp of the event
» RTCP IP address, IP port
» Information of exchanged RTCP messages, e.g.:

rtcp data: fraction=0 lost=0 jitter=96 ip=185.150.4.10 port=50233'

RTP statistical information from VolIP Switch MediaServer:
» Timestamp of the event

2 » RTP counted messages on the MediaServer, e.g.:
rtp data: rec=212 snt=269 enc=8 dec=0 dpkl=0.00 cpkl=0.00

rec =received packets
snt  =sent packets
enc. =encoded packets
dec  =decoded packets

dpkl =delta packet loss, packet loss calculated since the last interval

cpkl =cumulative packet loss, packet loss since start of the packet exchange.
©.80 means no packet loss, >8.0@ packet loss (consider QoS analysis if >0.1)
The packet loss is calculated with the sequence numbers:
cpkl = 1 - received packets/(last_sequence_number - first_sequence_number)

Consider QoS measures if:

v v v

© Aarenet Inc.

High "lost" or

jitter" values.

To big difference between "rec" and "snt" values.
"rec" and/or "snt" equals 0 or very low values.

"cplk" > 0.1
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3.5 Support Tool: History

The ConfigCenter support tool "History" provides the supporting personnel with information with information who
made changes in the ConfigCenter and AdminCenter, e.g.:

» Date/time of a configuration activity.

> Severity of the activity

> Via which ConfigCenter or AdminCenter component the activity was executed
» The user who executed the activity

» A description of the activity

The use of the "Support Log" is possible for support staff with the Roles: Administrator, Operator

Get the history log:

1. Access ConfigCenter Menu: "Support" > "History"
2. The dialog allows filtering according to specific:
» Duration with start and end date/time
> Text within an enfry
History E3]
L"S?S)iof H\sTory d\O‘Og pOrOmETerS: Filter all messages that match ALL of the following rules:
Define a filter criteria Text |
» From: From [019/09/1214:2607 @
Select the start date/time .
. Until ]
» Until:
select the end date/time Duration [24:00:00
» Duration: e e
Define the duration since the start date/time Download | Closa |

3. By clicking button [Download], the log is displayed in a web page on the PC.
By saving the log to file on the PC the evaluation and detailed analysis can then be done with any ASCII
editor.

Analyze the history log:
» A history entry contains:

Date/time of the event | Where the configuration activities
came from, e.g.:

» ConfigCenter: "cc1"/"cc2"

» AdminCenter: "acl"/'ac2™

—| User who made a cha nger| 4|Configurc1ﬂon description

/

[t8F0 [ ccl[[cladml|Ereated Accountattribute#152 (Blacklist) Accountld=15540, Name='Blacklist',Value='Katia all'])

T18. [INFO | ccl lcia Eleted Calllorwar COM.aarenet.qal.ac. ACCOUNTRCLLIDUCER I SEeadta]
2019-09-12-17:59:33.126 [INFO ] ccl [cladm] modified Account#13282 {GH : clt-sip-trk-557) AccountName='GW : clt-sip-trk-ss7'
2019-09-13-09:23:49.146 [INFO acl [cladm] created DeviceAttribute#33514 {ONETIME_KEY} Deviceld=1110,Name="ONETIME KEY',6Value="'s1mUNB79Bwv58K8bNHTs"
2019-09-13-09:23:49.154 [INFO ] acl [cladm] created DeviceAttribute#6070 {ACCESS KEY] DeviceId=1110,Name='ACCESS_KEY' Value='faOcbf199416c124"
2019-09-13-09:26:53.167 [INFO acl [0319802824] created DeviceAttribute#33516 (ONETIME KEY)} DeviceId=9770,Name='ONETIME KEY', Value='wYMQJZkaj36e8T7t2Y2kM'
2019-09-13-09:26:53.179 [INFO ] acl [0319802824] created DeviceAttribute#31992 (ACCESS_KEY} DeviceId=9770,Name='ACCESS_KEY',Value='ac31b42131023753"
8 2019-09-13-09:27:32.873 [INFO acl [0319802824) deleted DeviceAttribute#33516 {ONETIME_KEY)
9 2019-08-13-09:27:32.881 [INFO ] acl [0319802824] created DeviceAttribute#33518 [ONETIME KEY} DeviceId=9770,Name='ONETIME_KEY',Value='w5qQJjKmnCFMxoTBVGE]'
10 2019-09-13-09:27:32.883 [INFO ] acl [0319802824] modified DeviceAttribute#31892 (ACCESS_KEY) Value='l19£33£005a68ac5d’
I 2019-09-13-09:27:58.878 [INFO ] acl [0319802824] deleted DeviceAttribute#33518 (ONETIME_KEY)
12 2019-09-13-09:27:58.894 [INFO acl [0319802824) created DeviceAttribute#33520 (ONETIME_KEY} DeviceId=9770,Name='ONETIME KEY',Value='WMAS2z3EJoFy4S8VLzgC'
3 2019-08-13-09:27:58.910 [INFO ] acl [0319802824] modified DeviceAttribute#31392 {ACCESS_KEY) Value='3c891c7ed524b078"
14 2019-09-13-09:29:00.792 [INFO ] acl [0319802824] deleted DeviceAttribute#33520 (ONETIME_KEY}

15 2019-09-13-09: [INFO acl [0319802824] created DeviceAttribute#33522 {ONETIME_KEY} DeviceId=9770,Name='ONETIME_KEY',Value='KQS5MéjcEFgbiHKhjLjb3"
16 2019-08-13-0 [INFO acl [0319802824) modified DeviceAttribute#31992 {ACCESS_KEY)} Value='9aele43009féclbe’
17 2019-09-13-10: [INFO ccl [cladm] modified Rule#308 {Map unavailable to CLIR in Asserted Source} SourcePresentationReplace='HIDE'

18 2019-09-13-10:17:18.623 [INFO
19 2019-05-13-10:17:40,325 [INFO
20 2019-09-13-10:19:4€.423 [INFO
21 2019-09-13-10:25:03.669 [INFO
22  2019-09-13-10:27:39.798 [INFO
23 2019-05-13-10:30:10.284 [INFO
24 2019-09-13-10:30:19.279 [INFO

cel [eladm] modified Rule#330 {Change Destination +41 to 0 [SONUS)} Name='Change Destination +41 to 0'

ccl [cladm] modified Rule#330 (Change Destination +41 to 0} Name='Change Destination +41 to 0 [SONUS]'

ccl [cladm] modified Rule#310 {Change leading +41 to 0 from Source Number (Asserted) [SONUS])} Name='Change leading +41 to 0 for Asserted Sc
cel [cladm] modified Rule#310 {Change leading +41 to 0 for Asserted Source Number [SONUS]} Mame='Change leading +41 prefix to 0 for Asserte
cel [ecladm] modified Rule#330 {Change Destination +41 to 0 [SONUS]} Name='Change Destination +41 prefix to 0 [SONUS]'

ccl [cladm] modified Rule#312 {Change leading +41 to 0 from Source Number (Preferred) [SONUS]} Name='Change leading +41 prefix to 0 for pre
ccl [cladm] modified Rule#312 {Change leading +41 prefix to 0 for preferred Source [SONUS]} Name='Change leading +41 prefix to 0 for Prefer
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3.6

Support Too

: Utilization

aare
netp

The ConfigCenter support tool "Utilization" provides the supporting personnel with information about the usage
of the anSwitch Vé instances, e.g.:

4
4
4

Number of enabled (active) and disabled customer accounts.
Number of active and inactive registrations of SIP devices.
etc.

The use of the "Utilization" is possible for support staff with the Role: Administrator

Get the utilization data:

1. Access ConfigCenter Menu: "System" > " Utilization "

Analyze the utilization:

© Aarenet Inc.

Usage of accounts & addresses
» Accounts:
Number of valid accounts
» Accounts "total™
Total number of valid plus invalid
accounts
» Addresses:
Number of valid addresses
» Addresses "fotal’:
Total number of valid plus invalid
addresses

System Utilization

Tenants

61

%]

Accounts

Addresses

33406 (total 41628)
93449 (total 117088)

A

Answering Machines
Messages
Cdrs

Calls

6101
2102
16135465
1

A

SIP Registrations

33394 (total 48715)

Installed SIP registrations:

» Registration:
Number of active and valid
registrations

» Registration "total™
Total number of active and
outdated (invalid) registrations

MGCP Registrations
Gateways
Devices
Pricelists
TopStops
Rulesets

Rules

Routing Tables
Routes

Profiles
Numbering Plans
Admin

Call Forwards
VAS Numbers
VAS Tariffs

Subscriptions

Refresh

1588

Close
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3.7

The ConfigCenter support tool "Components" provides the supporting personnel with information about the an-
Switch V6 components, e.g.:

Support Tool: Components

» Working status of the component.
» etc.

The use of the "Components" is possible for support staff with the Role: Administrator

The support tool "Components” is also used by maintenance personnel of the anSwitch Vé. For maintenance
work, e.g. firmware updates, it may be necessary to take a component out of operation without interrupting

the telephone service (see manual "Manual anSwitch Vé Maintenance & Monitoring).

Get the component data:

1. Access ConfigCenter Menu: "System" > "Components"

Analyze the utilization:

» Component activity overview:
Components ‘z|
Name State Remark
N HealthCheck 1 @ active
Name of all installed HealthCheck 2 @ passive
components @ active 153/598 messages
@ passive 0/0 messages
@ active
The Presents the state @ passive
of a connection: ® active 919 streams
@ active: @ active 914 streams
The component is @ active 434 calls
working correctly and is @ active 453 calls
active. @ active
@ passive: MediaCenter 2 ® active
The combonemT is FaxServer 1 @ active
correctly working and FaxServer 2 d actlve .
ready for jumping in. CallAgent 1 @ active 108 endpoints
® barred: CallAgent 2 @ active 102 endpoints
The coml onent is CdrCollector @ active
correcflyp\)/vork\'ng butis RatingCenter 1 @ passive
suspended from ifs fask. RatingCenteigs S¥passive
o Unavailable: ) AdminCenter 1 @ active
L T .T . i AdminCenter 2 ® active 28 sessions
wekclomponenﬂ ‘5‘ no ConfigCenter 1 @ active 6 sessions
working comecty’ ConfigCenter 2 @ active
Database 1 @ active 209 connections
Database 2 ® active 95 connections
_Close |
» By clicking on the row of a component a dialog pops up. which provides:
» More detailed information.
» Manage the workload of the component.
» Enables to generate a log entry which may generate a message (e.g. email to defined re-

cipients) by a monitoring system, e.g. the default "Support Tool: Xymon Monitor" 7.

© Aarenet Inc.

IP address of the p—— =
component within the erviceCenter =
VO|P SWITCh IIjTemG\ Name ServiceCenter
communication state [® active
Installed soffware 1P Address 192.168.32.12
version of the Version 6.8.10542 Enables the possibility
component Remark to generate a message
with a certain severity
Acceptance 100 Change... and any textf in the log
| files of the component.
[ Test-Alarm | Info v Iéﬂ—r-
With a severity higher
than "Info" an e-mail will
Close be sent to the defined
addressees.
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3.8 Support Tool: Channels

The ConfigCenter support tool "Channels" provides the supporting personnel with information about the actual
sifuation of call states and connections, e.g.:

» Status of each call, e.g.: early, trying, confirmed.
» A and B numbers

» Connection duration

» etc.

The use of the "Channels" is possible for support staff with the Role: Administrator

The support tool "Channels" is also used by maintenance personnel of the anSwitch Vé. For maintenance work,
e.g. firmware updates, it may be necessary to close calls that still block the maintenance work (see manual
"Manual anSwitch Vé Maintenance & Monitoring).

Get the component data:
1. Access ConfigCenter Menu: "System" > "Channels"

Analyze the channels:
> Channel activity overview:

The telephone number
of the connection
peers.

Click on "Number” or "Peer” age 1 of 60 (118 P L 5
for sorting the list. umger s — . ‘ Search for string, e.g.:
| = Direction eer | State | Duration | |'SC Py .
S lee— o ) <~ComnTE » Phone number:
® Calling 021 5 @ Confirmed » ServiceCenter
gcalled 044 ) @ Confirmed sc2 X
Calling 033 5 ® Confirmed scl X
Presents th.e call legs of & Calling 044 5 @ Confirmed sc2 % Indicat hich
a connection: @ Called 051 ) # Confirmed sl X naicates on whic
» "Number™ # Calling 022 3 @ Confirmed sel X ServiceCenter server
N # Calling 071 3 @ Confirmed sc2 X the connection is
Calling Leg A & Calling 041 ) # Confirmed 2 X
» "Peer §Ca::eg 022 ) .)Earléf . sc2 : handled:
Calles 031 3 Confirme sc2 . i
Called Leg B @ Called 022 ) @ Confirmed <2 X » scl:ServiceCenter 1
4 Called 022 ) @ Confirmed  02:22:56 sc2 X » sc2: ServiceCenter 2
4 Called 056 3/056- + JEarly 00:00:04 sc1 X Click on "sC" for sorﬁng the
@ Called 081 7 @ Confirmed  00: sc2 XK Jist
7 @ Calling 056 3 J Early 00: sc2 R .
L ®Calling 091 ) J Trying 00: 2 R
5 4 Called 044 p @ Confirmed  00: 35 sc2 X
5 @ Calling 081 5 @ Confirmed 00:01:11 sc2 X
00393 .. ___3 4cCalled 052 ___ 1 @ Confirmed  00:02:22 sc1 ¥~
Close
» Staff with sufficient rights can close a connection by clicking the icon X.
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. Call Statistics
The ConfigCenter support tool "Call Statistics" provides the supporting personnel with information about the
standardized statistical ASR and ASD, e.g.:

» The call statistics analyze the call detail records CDR of the requested period and computes the
ASR and ASD values.

3.9 Support Too

The use of the "Call Statistics" is possible for support staff with the Roles: Administrator, Operator

Get the component data:

1. Access ConfigCenter Menu: "Support" > "Call Statistics”
2. Select and define the required parameters:
Usage of "Call Statistic” dialog parameters: g;??:;:ﬂ”swm forthe given perod and
» Period:
Determines the duration of the period for the call statistics to be displayed. Period [1week v
» Period ends: Period ends | 2]
Date/time when the period of the cadll statistics to be displayed should end Destination
» Destination: -
Defines a destination filter criteria Generate Statistic | Close |

Analyze the call statistics:
» Statistical graphs:

Generatea stafisfical outpU S
» ASRI: ‘Answer Seizure Rate (ASR)

Between 2019-Sep-06 14:02:01 and 2019-5ep-13 14:02:01

Ratio of all iniiated connections to the connections made.

Interpretation:
A poor ratio of connections established against not established indicates that SIP messages
could not be fransmitted correctly. This can be the case, for example, if a gateway has
failed and redundant gateways were unable to process the additional load.

» ASR2: ep 07, Sep 0B, Sep 09. Sep10. Sepll Sep 1z
Ratio of all answered connections that are disconnected by the initiating side. | N [ A5H el cale) — ASk2 ncoming reeas d from or
Interpretation: Average Call Duration

Example: A mailbox always accepts incoming calls to a certain number range, e.g. German Between 2019-Sep-06 14:02:01 and 2019-Sep-13 14:02:01
numbers. Since a mailbox always answers, the callers hang up. Normally this is not the case
as statistically 50% of the connections are disconnected by the initialling or called peer. z
» ACD:
The average connection fime of all answered connections
Interpretation: ep 07. Sep DB. Sep 09. Sep10. Sep 11 Sep 12 Sep 13
If the connection time decreases, this indicates a problem in the voice transmission, because \ [ A0 (erge cai puration)] J
the participants hang up early.

2,000

> ASR / ACD - What is normal?
» A high ASR indicates a reliable network since most calls that are attempted are answered.
» ASR should be at least 40-50%, and anything above 60% would indicate an excellent quality
service.
> A high ACD suggests that few calls are dropped or abandoned due to quality issues.
> An ACD of 4-5 minutes is considered okay, whereas anything above 6 minutes is excellent.

© Aarenet Inc. 18/24
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3.10 Support Tool: SIP Messages

The ConfigCenter support tool "SIP Messages" provides the supporting personnel with information about the
source of SIP messages and evaluate statistical data about SIP messages.

The data can help to identify sources that produce many incoming SIP messages, e.g. a fraudulent source that
sends SIP registers (the identified source IP address can then be blocked in a firewall).

The tool analyzes the call detail records CDR of the requested period and evaluates the requested information.
The generation of these data doesn't block the database and can be applied at any time.

The use of the "SIP Messages" is possible for support staff with the Roles: Administrator, Operator

Get the component data:

1. Access ConfigCenter Menu: "Support" > "SIP Messages"
2. Define the required parameters:
Usage of the "SIP Message" dialog parameters: SIP-Message counter
» Date/time & Duration: saime
Define the end date/time and the duration of the Ghours
desired inspection. End time
» Message direction and ranking: w9 e
Select if sending or receiving SIP messages and the —>] -
ranking of the IP address sources. Kl 2
4 FHTer: Message direction and ranking
Define an IP filter. [0 sending
» Message types:
Select the SIP message types that shall be counted. :

Filter

attern (RegEx

Message types

O
O mvire Oeve
[0 cx [0 cancer

OJormons [ prack
REGISTER [ SUBSCRIBE
[ nomey O weo
[Jeusush [ Rerer

[ messace [ 1
Oueoste Do

0 3 [0 s
O O o

SEARCH
SHOW GRAPH

3. By clicking button [Search] or [Show Graph], the data is displayed in a web page on the PC.

© Aarenet Inc. 19/24
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Analyze the SIP messages data:

s ttessage couer [

OVERVIEW

: n (e )
For example:
» Search for SIP registrations Message diection nd arking

0 et

. :

i

m] Suspect number of

Ow e registrations by one

O O ean IP address!

[mEL O prac

B ot [ sus

0 wom Oweo

0O e O were

O m a

O Oz

] O s

O O e

=TT

3.11 Support Tool: Xymon Monitor

The anSwitch Vé has a built-in monitor and alarm tool based on the open source "Xymon Project”. The Xymon
monitor allows to display the all over state not only of the anSwitch Vé but also of the devices of the VolIP system.

Xymon Basic features are:

Supervises the server/host internal states.

Supervises the state of the anSwitch components.

Supervises the anSwitch V7 component log entries.

Supervises the IP connectivity between the anSwitch Vé servers and external devices.
Alarms by email if one of the defined alarm, error, warning conditions is met.

v v v Vv Vv

The use of the "Xymon Monitor" must be enabled by the IT responsible of the Telephone Service Provider.

Access to the Xymon main web page:

http://IP_ADDRESS/xymon/
> The IP address must be published by the IP responsible of the Telephone Service Provider.

Analyze the Xymon display:
» Allis good: All icons are green.

Administration Help
Current Status Fri Aug 24 08:03:56 2018

bbd calls sys clientlog conn ¢ i i memory msgs ports procs regs trends xymond xymongen xymonnet
ManagementServer:

cc clientlog conn  cpu s isk files info jnode |Ib ves  sc ymonnet

© Aarenet Inc. 20/24
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» What do the little red/yellow/

reen icons mean<

Color

Recently changed|{Last change > 24 hours

Green: Status is OK

Yellow: Warning

Red: Critical

”Clear: No data

||Purp le: No report

®®ceee

[Blue: Disabled

O|[L|| 22 |[3][om|| ¢

aare
netp

» Of special interest are the "trends". They display in graphs the call load and the registration situation:

Example of a failure sifuafion in the

Telephone Service Provider's IP network

displayed in the "trends"!

- Ca. 1000 phones could not register to
the anSwitch Vé.

Help

Current Status

ManagementServe:

Fri Aug 24 08:03:56 2018

-ms-02 System Calls

w
=
=
]
4]
Thu 00:00 Thu 12:00 Fri 00:00
B On-Net W Inb B Outbound 0O Transit
On-Net .6 (cur) : 51.6 (max) 0.0 (min) 17.7 (avg)
In i 82.1 (cur) : 284.9 (max) 0.0 (min) i 119.2 (avg)
utbound : 75.3 (cur) : 255.4 (max) 0.0 (min) : 109.6 (avg)
Transit 2.2 (cur) H 5.0 (max) 0.0 (min) i 752.7m (avg)
Updated: 24-Aug-2018 08:05:09
ms-02 Registrations
w
s
b
2
+
W
o |
>
& =2k
30 k+
Wed 12: 00 Thu 00:00 Thu 1. Fri 00:00
[0 sIP-Devices [J MGCP-Active [ MGCP-Broken
SIP-Devices 35.6k (cur) 35.7k (max) 34,5k (min) 35.6k (avg)
MGCP-Active : 0.0 (cur) : 0.0 (max) : 0.0 (min) 0.0 (avg)
MGCP-Broken : 0.0 (cur) ) 0.0 (max) ¢ 0.0 (min) 0.0 (avg)

Updated: 24-Aug-2018 08:05:09

» Accessing the error information of an instance:

> Click the status Econ of interest that indicates a problem.

» Study the information and act.

© Aarenet Inc.

1624-blocks
90223572 8089

-01 Disk Utilization 13/Sep/2022 -

Used Available Capac:
244

90% /host/var

15/Sep/2022

Wed 00:00
W /dev/shn 1.0 (cur)
W /host/var : 90.0 (cur)
B /proc/acpi ;0.0 (cur)
Updated: 15-Sep-2022 13:11:43

Wed 12:00

1.0 (max) : 1.
90.0 (max) : 87.
0.0 (max) : oO.

Thu 00:00
0 (min)
0 (min)
0 (min)

Tha 12:00
1.0 (avg)
88.4 (avg)
0.0 (avg)
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» Accessing the history log of an instance:

> Click the status icon of interest.
» The messages page of the entity pops up.
> Click the button: History.
» The history page of the entity pops up.

> Click the row of the error of inferest.

» Study the information.

Xymon Error Message Interpretation:
» Most error descriptfions are easy to understand.

» The following system alert or error reports must be considered as VolIP system threatening issues!
= Address them immediately!

Bare-metal server issues, e.g.
4 Power source failed.
4 Mother board issues.
4 RAID and hard disk failures.
» Temperature failures.

Operating system issues, e.g.
4 Hard disk full.

4 Supervised processes stopped.
4 Supervised IP ports closed.

IT network issues, e.g.

4 Supervised IP connections lost fo devices.

» The tfrend "Registration" shows slumps in the graph.
4 The trend "System Calls" shows slumps in the graph.
4 Traffic shaper indication.

anSwitch Vé issues, e.g.

4 anSwitch V6 components down.
4 Database replication broken.
4 Fraud indication.

NoTe Noft all red alarms are as critical as they appear to be.
The combination of a few or many yellow errors can endanger the telephony service even
more.

© Aarenet Inc. 22/24
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4 Terms of Use

Intellectual Property Rights

All information including but not limited to documents, text, graphics and software available through the
manual, are protected by copyright, frademark, and/or other intellectual property laws, and any unau-
thorized use of the information may violate such laws and this Agreement. Except as expressly provided
herein or pursuant to a separate license agreement, Aarenet AG does not grant any express or implied
rights to use the information. In addition, you agree not to use any data mining, robofts, or similar data
gathering methods relating fo the website.

Links to Other Websites

The manual may contain links to third-party websites. Aarenet AG does not control such websites, nor do
we accept any liability with respect to the content, accuracy or completeness of such websites. These
third-party links are provided only as information.

Trademark Information

Provided previous written consent and approval has been delivered by Aarenet AG, you may refer to
Aarenet AG's names, marks, brands, logos, designs and other designations provided that such reference
is truthful and not misleading and complies with Aarenet AG's design rules and guidelines. Any such infor-
mation may not be changed, manipulated, or used in any inconsistent way with Aarenet AG's ownership
of such information. All use of such information shall be used only to the sole benefit of Aarenet AG or the
promotion of Aarenet AG’s products and services.

Limited Right to Use, Warranties and Disclaimer

Unless otherwise expressly agreed in writing by Aarenet AG, the viewing, printing or downloading of any
material from the website grants you only a limited, nonexclusive license for use solely by you for personal,
internal, non-commercial purposes and not for republication, distribution, assignment, sublicense, sale,
preparation of derivative works or other use. No part of any materials may be reproduced in any form or
incorporated info any information retrieval system, electronic or mechanical, other than for your personal,
intfernal, non-commercial use (but not for resale or redistribution) unless otherwise expressly agreed in writ-
ing by Aarenet AG.
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