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1 Concept Lawful Interception 

 

1.1 Connection (HI 1) 

 
 
 

Note It is the responsibility of the telephony provider to administrate and organize the Lawful Inter-
ception LI according to the country laws. 

 

Note It must be assured that only authorized users can manage legal interception on the Aarenet 
VoIP Switch.  
It is advised that a special role "LI-Supervisor" is implemented in the ConfigCenter which is as-
signed to the authorized personnel. 

 

Note For the implementation of the LI service an Aarenet system engineer is needed. 
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1.1.1 Configuration via ConfigurationCenter 

A Lawful Interception job can be enabled/disabled via the ConfigurationCenter GUI. 
For this purpose, there is a new administrator role which ensures that the LI administrator has access to the re-
quired information (and only to this information).  
A "normal" administrator does not see this information. 

 

1.1.2 Configuration via DataAccessCenter 

Alternatively, a Lawful Interception job can also be configured via the DataAccessCenter API: 
 
HTTPS is used as the transport for the XML document. 
The client application must authenticate using HTTP digest authentication. 
 
The XML document looks like this: 

1 
2 
3 
4 
5 
6 
7 

<daml command="write"> 
  <lawfulInterception> 
    <targetNumber>0319802811</targetNumber> 
    <lawfullInterceptionIdentifier>201108018006820</lawfullInterceptionIdentifier> 
    <operatorIdentifier>90379</operatorIdentifier> 
  </lawfulInterception> 
</daml> 

 

1.2 Data transfer (HI 2) 
On a call to and from a destination under LI, one file is created at the start and another at the end. 
These files contain the ASN1-coded IRI-Begin-Record and IRI-End-Record fields (according to the ETSI ES 201 671 
standard). 
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The files are copied to the LEMF in a script via FTP/SFTP. 

 
 

1.3 Listening (HI 3) 

 
The meta information of the LI call is communicated to the SIP gateway as "isup" parameter. 
The SIP gateway then inserts this into the SS7 message as the Calling and Called Party subaddress. 
 
The following parameters are included in the subaddresses 

 Calling Party Subaddress 
 Lawfull Interception Identifier (LIID) 
 Direction 
 Sevice Octets 

 Called-Party-Subaddress 
 Operator ID 
 CIN 
 CCLID 
 National Parameters 
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2 Terms of Use 

Intellectual Property Rights 
All information including but not limited to documents, text, graphics and software available through the 
manual, are protected by copyright, trademark, and/or other intellectual property laws, and any unau-
thorized use of the information may violate such laws and this Agreement. Except as expressly provided 
herein or pursuant to a separate license agreement, Aarenet AG does not grant any express or implied 
rights to use the information. In addition, you agree not to use any data mining, robots, or similar data 
gathering methods relating to the website. 

Links to Other Websites 
The manual may contain links to third-party websites. Aarenet AG does not control such websites, nor do 
we accept any liability with respect to the content, accuracy or completeness of such websites. These 
third-party links are provided only as information. 

Trademark Information 
Provided previous written consent and approval has been delivered by Aarenet AG, you may refer to 
Aarenet AG’s names, marks, brands, logos, designs and other designations provided that such reference 
is truthful and not misleading and complies with Aarenet AG’s design rules and guidelines. Any such infor-
mation may not be changed, manipulated, or used in any inconsistent way with Aarenet AG’s ownership 
of such information. All use of such information shall be used only to the sole benefit of Aarenet AG or the 
promotion of Aarenet AG’s products and services. 

Limited Right to Use, Warranties and Disclaimer 
Unless otherwise expressly agreed in writing by Aarenet AG, the viewing, printing or downloading of any 
material from the website grants you only a limited, nonexclusive license for use solely by you for personal, 
internal, non-commercial purposes and not for republication, distribution, assignment, sublicense, sale, 
preparation of derivative works or other use. No part of any materials may be reproduced in any form or 
incorporated into any information retrieval system, electronic or mechanical, other than for your personal, 
internal, non-commercial use (but not for resale or redistribution) unless otherwise expressly agreed in writ-
ing by Aarenet AG. 
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