Brief Tutorial of the SIP Signaling and SDP Media Protocols

Introduction
The VolP Switch administrators, operators and supporters find here information about the Session Initiation
Protocol SIP and Session Description Protocol SDP.

Basic knowhow about connection signalization with Session Initiation Protocol SIP:

¢ Basics about SIP Protocol
¢ List of most important SIP Response Codes

Basic knowhow about media (speech) transmission with Session Description Protocol SDP:

¢ Basics about SDP Protocol
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Knowhow Connection Signaling with "Session Initiation
Protocol SIP"

The Session Initiation Protocol SIP is a communications protocol for signaling and controlling multimedia
communication sessions. One of the most common applications of SIP is in Internet telephony for voice and video
calls.

For an extended overview of the SIP protocol visit:

Wikipedia: Session Initiation Protocol SIP

Basics: Session Session Protocol SIP
Example of a "SIP dialog" with the minimal needed messages for a connection setup or connection renegotiation:

Calling Side A Called Side B

“
/M

ACK

Connected
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Example of a "SIP dialog" with the minimal needed messages for a connection release:

Calling Side A Called Side B

‘“
/M

. Disconnected -l

Examples: SIP Signaling Flows

Example of a regular outgoing call into the PSTN:

A VolP !'iwik:h PSTN Gateway B

The first INVITE of a
CPE is challenged!
The CPE has to repeat
the INVITE with valid
SIP credentials!

13:15:05422000 || oy INVITESDP (o
13:15:05.423000 o, 401 Unauthor
13:15:05.530000 | | ALK 10
13:15:05.537000 JNVITE SDP (o

13:15:05.540000 =100 Trying :
13:15:05.552000 | o INVITESDP (o
131505560000 : PSS LA S
13:15:06.830000 : o  son
13:15:06.871000 | o M3 Session Pl ]
1| 131507.193000 ? . pom Al Sesion P
13:15:07.194000 | | jeogyt dsony :
13:15:10.043 : oo MdSessionPl

The PSTN has routed
the connection and the
other end point is

RINGING.

13:15:13.50 ; b

13:15:13.512000 ,m,zm.oxsnhu ey
13:15:13.610000 | e ——BCK o0
13:15:13.611000 '

. (soen; 1 (5080;
13:15:17.912000 X so80y 5080,
13:15:17.913000 : (sos0rr \(580
13:15:17.917000 | | gon . i
13:15:17.959000 | | o —2000K 5~ '

Example of a regular incoming call from the PSTN:

R e

PS]NIC}mowr:-,f V()!I’Swiir.h B

The first INVITE of a
PSTN Gateway is not
challenged!

15 13:17:42.854000 || sy NNIESDP L2 0
15 13:17:42.856000 ng

15 13:17:42.864000 :
15 13:17:43,026000 ! e 100 Trying
15 13:17:43.131000 :
15 13:17:43.132000 p
15 13:17:47.882000

-~

(The VolIP Switch has

routed the connection 15 13:17:47.885000 mﬁﬂmm

and the other end point 15 13:17:47.951000 x_ACL..tm H
is RINGING. ) 15 13:17:47.952000 B
15 13:17:57.738000 : soo—BE )
15 13:17:57.738000 : soeert Asonny

1513:17:57.740000 || ome—BYE 1o ;

1513:17:57.841000 | | ene—2000K 00 :

Example of an outgoing call into the PSTN with three exceptional signaling situations:
1. The PSTN Gateway 1 doesn't respond so the VolP Switch has to re-route to the PSTN Gateway 2

2. The telephone on side A offers an invalid "Session Time" value which is refused by the PSTN
Gateway 2. The telephone on side A has to do a reINVITE with an acceptable "Session Time"
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value.
3. End point B is busy.

-

VolP Swﬂch | PSTN Gateway 1

16:10:53.381000
16:10:53.384000
@ : ) 16:10:53.390000
The VolP Switch tries to
route the connection via 16:10:53472000

~LE1051476000
Gateway 1. The GW 1
ot espond —L.I 16:10:53.490000

- 16:10:54.530000
The first INVITE to the 16:10:54.547000
Gateway 2 is refused »| 16:10:54.595000
due to erroneous 16:10:54.595000
L‘Session Timer” value. 16:10:54.597000

16:10:54.669000
16:10:54.671000

The subsequent

relNVITE to the Gateway [—] 157 035750%
2 is accepted. 1610547
L16:10:34.777000 _
16:10:57.349000
End point B is busy with | | 161057350000
end point C. 16:10:57.351000

16:10:57.357000

Example of a connection where the VolP Switch checks the presence of the end points with OPTION messages.
The VolP Switch would release the connection if one end point doesn't respond with "200 OK™:

G- Tty

PSTN Gulewcry VuIF' Switch

14:33:14.480000
14:33:14.490000
14:33:14.589000
14:33:14.596000
14:33:14.600000
14:33:14.632000
14:33:14.640000
14:33:20.277000
14:33:20.280000
14:33:25.505000
14:33:25.509000
14 33\.25 665000

The VolP Switch checks
the presence of the end
points OPTION
messages.

14:35:38.106000

14:35:38.107000
14:35:38.110000
14:35:38.172000 |

SIP Response Codes

A list of SIP response codes and their meaning can be found here:

Wikipedia: List of SIP Response Codes
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Most Important 1xx?Provisional Responses

100 Trying
Extended search being performed may take a significant time so a forking proxy must send a 100 Trying response.

180 Ringing
Destination user agent received INVITE, and is alerting user of call.

183 Session in Progress
This response may be used to send extra information for a call which is still being set up.

Most Important 2xx?Successful Responses

200 OK
Indicates the request was successful.

Most Important 3xx?Redirection Responses

302 Moved Temporarily
The client should try at the address in the Contact field. If an Expires field is present, the client may cache the result
for that period of time.

Most Important 4xx?Client Failure Responses

400 Bad Request
The request could not be understood due to malformed syntax.

401 Unauthorized
The request requires user authentication. This response is issued by UASs and registrars.

403 Forbidden
The server understood the request, but is refusing to fulfil it.

404 Not Found

The server has definitive information that the user does not exist at the domain specified in the Request-URI. This
status is also returned if the domain in the Request-URI does not match any of the domains handled by the
recipient of the request.

406 Not Acceptable
The resource identified by the request is only capable of generating response entities that have content
characteristics but not acceptable according to the Accept header field sent in the request.

408 Request Timeout

Couldn't find the user in time. The server could not produce a response within a suitable amount of time, for
example, if it could not determine the location of the user in time. The client MAY repeat the request without
modifications at any later time.

410 Gone
The user existed once, but is not available here any more.

480 Temporarily Unavailable
Callee currently unavailable.

486 Busy Here
Callee is busy.

487 Request Terminated
Request has terminated by bye or cancel.

488 Not Acceptable Here
Some aspect of the session description or the Request-URI is not acceptable.
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Most Important 5xx?Server Failure Responses

503 Service Unavailable
The server is undergoing maintenance or is temporarily overloaded and so cannot process the request. A
"Retry-After" header field may specify when the client may reattempt its request.

Most Important 6xx?Global Failure Responses

603 Decline
The destination does not wish to participate in the call, or cannot do so, and additionally the destination knows
there are no alternative destinations (such as a voicemail server) willing to accept the call.

Knowhow Media Stream Signaling with "Session Description
Protocol SDP"

The Session Description Protocol SDP describes how during a connection setup the end points negotiate the
parameters of this exchange as session announcement, session invitation, and parameter. SDP does not deliver
media itself but is used between end points for negotiation of media type, format, and all associated properties for
voice, Fax, DTMF, bit transparent data etc..

For an extended overview of the SDP protocol visit Wikipedia.

The VolP Switch doesn't interfere in the SDP negotiation
of the end points! There may be exceptions for certain
Customer Premises Equipment CPE devices where
interoperation problems are known. Check with the VolP
switch administrator which CPE devices are known with
SDP manipulations by the VolP switch.

Note

Basics: Session Description Protocol SDP

The SDP is embedded in the SIP messages during connection setup or connection renegotiation:

Calling Side A Called Side B
INVITE

SDP Offer:
C

odec Ligt
& Po
Tt where Callee expects th,
@ RTP str
@am

200 OK —
SDP Answer: called expects the RIFP 8
a

codec & Port wher!

ACK

Connected >

The following SDP properties and parameters are important for supporting customer problems:
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—
IP address where the

audio RTP stream is
expected
5 Session Description protocal
( 3 Sessien Deseription Protocsl version (v): ©
upp POTCWHETE the % Owner/Creator, Session Id (0): MxSIP O 14205 IN IP4 62.12.246.233
i i Session Name (5): SIF call
audio RTP stream is {5 connection Information (c): IN IP4 62 12 246233 ]
expected % Time Description, active time (t): 0 O
——— IS ia De iption, name and address (m
—_— 2 Media Type d
i L Madia Port: 5174
LISt ai nﬂered or l Madia Proto: RTP/Ave

accepted codec for — Media Format: ITU-T G.721
voicep —D[ Media Format: ITu-T G.729
Mgdia Format: ITU-T G, 711 BcMy

—_— Media Format: 125

Mactia Eocmar: L0l
% Media artribute (a): rtpmap:2 6726-32/8000
# Media artribute (a): repmap:18 GF29/8000
% media artribute (a): repmap:0 PCMU/B000
+ Media ATLribute (a): ripmap:1l5 X-CLEAR-CHANNEL /8000
¢ Media artribute (a): repmap:l0l telaphona-event,S000
@ madia attribute (a): fetp:lé annexb=no

# Media attribute (a}: fmtp:ldd 0-14
Ta Attribute (a): :!nSretv

Directive to send
and/or receive RTP

Bit transparent
data transfer

Y

DTMF transfer
RFC2833 (with PT101)

000 1 . 24,24 8
A6 FNF9-NR=31 1 . SRROON 713173, TR5. 21 19

Frame 323 (1022 bytes on wire, 1022 bytes captured)

EThernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), OsU: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol, Src: 62.12.246.233 (62.12.246.233), Dst: 192.168.24.24 (192.168.24.24)

User Datagram Protocol, Src Port: sip (50603, Dst Port: sip (5060)

session Initiation Protocol

® Request-Line: INVITE 3ip:0792382728091.137.20.200 SIP/2.0

T | =

IP address where the W Méssage weader
N a = Message Body
calling side expects g e
the audio RTP stream Session Description Protocol version (vi: O
% Owner /Creator, Session Id (o): MxSIP O 14205 IN IP4 £2.12.2486.233
session Name {3): sIP call

—— »r
# connection Information (c): IN IP4 62.12,246.233 |

UD"P POR;VI"IEFE the i # Time Description, active Ttime (r): 0 0

calling side expects [ ame and addre:

the audio RTP stream

|

List of offered codecs —
for voice

Port: 5174
Proto: RTP/AVE
Format: ITU-T G.721
Format: ITU-T G.729
Formag: JTU-T G, 711 PcMy
Madia Format: 125
Media Format: 101
% Media Attribute (a): reipmap:2 Grob-32/ 8000
Media artribute (a): repmap:lE G729/8000
media avtribute (a): repmap:0 PCMu/BOD0
Media axtribute (a): ripmap:125 X-CLEAR-CHANNEL /8000

media attribute (a): repmap:101 telephone-event/S000
Directive to send and # Media artribute (a): fmtp:l8 annexb-no
: # Media artribute (a): fmtp:1dl O-14
receive RTP L—pmla ALLribute (a): Serdrety )

Example of a SDP offer for a Fax transfer with T.38 from the calling side A:

g

®EE "

=} Message Body
£ Ssession Description Protocol
session pescription Protocol version (v): 0
@ Owner/Creator, Session Id (o): MxSIP O 1296 IN IP4 81.221.124.177
session wame (s): sIP call
] connection Information (c): IN IP4 81.221.124.177
® Time Description, active time (t): 0 0
= Media Description, name and address (m): audio 5016 RTP/AVP 2 18 0 125 101
Media Type: audio
Media Port: 5016
Media Proto: RTP/AVP
Media Format: ITU-T G.721
Media Format: ITU-T G.729
Media Format: ITU-T G.711 PCMU
Media Format: 125

ool

+

#

f 3
Media Format: 101 Fax transfer T.38
® Media attribute (a): rtpmap:2 G726-32/8000
s Media attribute (a): rtpmap:18 G729/8000 =
@ Media Attribute (a): rtpmap:0 PCMU/8000 = If a Fax trlansfer IS
@ Media Attribute (a): rtpmap:125 X-CLEAR-CHANNEL /8000 offered with T.38 then
@ Media Attribute (a): rtpmap:101 telephone-event/8000 always it is always
# Med‘!a nt'l:l"fbute (a)i fmtp:18 annexb=no axaouted with T.381
media Attribute (a): sendrecv 2
= Mmedia Description, name and address (m): image O udptl t38 No fall back or inband
Media Type: image negotiation with
Media Port: 0 G.711 codec takes
Media Proto: udptl I
Media Format: t38 \ place. )

Interpretation of the "Media Attributes":

Index Type Attribute Remark

0 PCMU ISDN G.711plaw Very good quality VolP codec
8 PCMA ISDN G.711alaw Very good quality VolP codec
2 G.726-32 Good quality VolP codec

18 G.729 Low quality VolP codec

125  x-clear-channel data service bit transparent
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Echo canceling will be switched off and the data bit by bit

transferred
101 telephone-event DTMF, RFC 2833 DTMF will not be transferred inband but as RTP event
according RFC 2833
18 annexb=0 Special information for Special directive for codec G.729
codec with index 18
101 0-16 Special information for for  0-15 : DTMF character 0-9, *,#, A,B,C,D
telephone-event with index
101 0-16 : DTMF character 0-9, *,#, A,B,C,D, Flash

Basics: RTP/RTCP
The Real Time Protocol RTP is used to transfer media data, e.g. speech in VolP based telephony.

The Real Time Control Protocol RTPC transfers periodically statistical media data between the peers of a
connection.

If RTP packets are lost, delayed or jitter then we speak of a Quality of Service QoS problem. For the support it is of
interest to know if the number of transferred packets between the peers of a connection and if the numbers in the
receive and send paths are reasonable equal, if packets were lost on call leg etc. With these statistical media
information it can be possible to identify a path or transfer direction were QoS problems occure.

The media stream must be proxied via the MediaServer
Note of the VolP Switch in order to compute statistical
numbers of a connection.

The Aarenet VolP Switch supports RTP/RTCP statistic data collection of a connection. How they can be obtained is
described in article "Manual of the Aarenet VolP Switch Support Tools", chapter "The ConfigCenter Call Data"

Overview of "RTP/RTCP" information collection:

Leg A: Calling Party

Leg B: Called Party |-»|

7 e =TT 12 ) ) kI 0 =8 O

SDP information from the RTP/RTCP statistical information:
remote endpoint: + |P address, IP port or codec changes of the peers
SIP Device/Telephone + RTCP statistic information from the peers

+ RTP statistic information from the MediaServer
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Details of "RTP/RTCP" information collection:

SDP information from
the MediaServer:

stamp

R e et MEFCEORAMSICINCIATIIRASL 101

FONTBADT AT T3S
SATE LIS 3000 01

——trer ]
i

iV gt ita
T v ey

!
!
]

o) et a8 1 T 33
fir ey e

FONTLT1 1347 708
m-de Sl s A A0 04, 0

SDP information from the

remote endpoint:

= Timestamp of the event
SIP-Message-Type

+ |P address and port of
involved MediaServer
Codec:
= Codec List
* Codec Id
+ Codec Name (FMTP)

RTCP statistical information from peer:
+ Timestamp of the event
+ RTCP IP address, IP port
+ Information of exchanged RTCP messages, e.g.:
rtcp data: fraction=0 lost=0 jitter=96 ip=185.150.4.10 port=50233'

RTP statistical information from VoIP Switch MediaServer:
+ Timestamp of the event
+ RTP counted messages on the MediaServer, e.q.:
rtp data: rec=212 snt=269 enc=0 dec=@ dpkl=e.88 cpkl=08.88
rec =received packets
snt =sent packets
enc =encoded packets
dec =decoded packets

dpkl =delta packet loss, packet loss calculated since the last interval
cpkl =cumulative packet loss, packet loss since start of the packet exchange.
.80 means no packet loss, >8.88 packet loss (consider QoS analysis if »8.1)

The packet loss is calculated with the sequence numbers:

cpkl = 1 - received_packets/(last_sequence_number - first_sequence_number)
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