AdminCenter Account for the vPBX Administrator

Introduzione

Here the AdminCenter Login of the vPBX administrator is managed and configured:
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¢ User name and password

¢ Language used the AdminCenter GUI
¢ Email address where instructions can be send for recovering the login if the current login credential
are lost or forgotten

¢ Define if the password has to be renewed upon the first access by the user

¢ Deblock a blocked account

¢ Defining from which IP subnet a user is allowed to access its AdminCenter account
¢ Defining an Access Profile which contains a list allowed IP subnets where IP subnet a user is

allowed to access its AdminCenter account
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The AdminCenter Account for the vPBX Administrator

The Login Credentials of the vPBX Administrator

The vPBX administrator can configure the password for its AdminCenter user account. The username can only be
changed by the system administrator/operator of the provider.

An email address can be configured where instructions will be sent for recovering the login.

Procedure in Case of Loss of the Login Credentials
If login details are lost then the following procedures are possible for regaining the access:

1. If a email address was configured then click in the AdminCenter login window the link "Forgotten
username or password?". Then instructions will be sent to this email address to enable the access again.
or
2. The system administrator / operator of the provider may set the login data again

Used Language in the AdminCenter GUI

The to use language of the AdminCenter GUI can be configured.

Renew the Password Upon First Access

It can be defined if the user has to renew the password upon the first AdminCenter access.

Deblock an AdminCenter Account

If an AdminCenter account is blocked then this is displayed with a selected box. By clicking the button [ Deblock ] it
can be deblocked.

Limitation of the IP Subnet for the AdminCenter Access

Limitation of the IP Subnet for the Access

With this feature it is possible to define an IP subnet where the user is allowed to access this AdminCenter account.
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The IP subnet is defined with the parameter "Network" . Several comma separated IP subnets are possible.
Example:

172.1.1.0/24,192.168.10.0/24

Limitation of the IP Subnets with an Access Profile

With this feature it is possible to define a set of IP subnets where the user is allowed to access this AdminCenter
account.

The provider prepares the available "Access Profiles" . Check with the provider which IP subnets are associated
with an access profile.

© Aarenet AG 2017 3/6



Configuration

Where to Configure this Feature
As vPBX administrator:
-> Tab "PBX"
~> Tab "Web"

Parameter Configuration

Parametro: Username

Descrizione: The actual username is displayed.

The provider?s system administrator/operator can
configure the user name.

Stringa di configurazione:
¢ Any string
Predefinito: None

AdminCenter V5.7

Nota

Parametro: Current password

At a change of the password insert here the actual valid password!
(ofo]3}iTe [V r-FA[:)s [-H Stringa di configurazione:

Predefinito: None

AdminCenter V5.7

¢ Any string

Parametro: New Password

Descrizione: At a change of the password insert here the new password!

Nota Follow the instructions on secure passwords!
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Stringa di configurazione:
¢ Any string
Predefinito: None

AdminCenter V5.7

Parametro: Confirm new password

At a change of the password validate here the new password!
(o]} ile[1-FA[e)1 [-H Stringa di configurazione:

Predefinito: None

AdminCenter V5.7

¢ Any string

Parametro: Username

Descrizione: Defines the AdminCenter account username for this vPBX

Nota This parameter is accessible for the provider?s system
administrator/operator only.

Stringa di configurazione:
¢ Any string

Predefinito: Actual username
AdminCenter V5.7

Parametro: Password

Descrizione: Defines the AdminCenter account password for this vPBX

Nota This parameter is accessible for the provider?s system
administrator/operator only.

Nota Follow the instructions on secure passwords!

Stringa di configurazione:
¢ Any string

Predefinito: None
AdminCenter V5.7
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Parametro: Renew Password

Defines that the user has to renew its password upon the first login.
Pulsante di scelta: ¥ Attivato - © = Non attivato

Not activated

AdminCenter V6.2

Parametro: Language

Defines the used language in the AdminCenter GUI for this account.
(oo [s[1¢=FA[o], HM Menu di scelta:

All available languages are listed

Predefinito:

AdminCenter V5.7

Parametro: Email

Defines the email address to which information will be sent how to reactivate the access to the
AdminCenter account.

(o]} ile [V -FA(e)s [-HM Email Address

Stringa di configurazione:

O None : No email notification
¢ Email address

Predefinito: None

AdminCenter V5.7
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